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INTRODUCTION

The Ministry of Interior- Telecommunications
Department — referred to as (“Mol”) has
requested the Communications Regulatory
Authority’s —referred to as (“CRA”) assistance
in implementing Cell Broadcast solutions to
address emergencies (the “Service”).
Throughout 2018 and 2019, the Mol and the
CRA have conducted several meetings and
workshops with the stakeholders, especially
the Service Providers and the handset
manufacturers to identify matters which would
have to be addressed in order to effectively
implement Cell Broadcast solutions for
emergencies.

On May 2019, Service Providers (“the
Licensees”) have suggested an implementation
timeframe for Cell broadcast solutions.
Thereafter, the CRA and the Mol engaged in
discussions with Ooredoo and Vodafone
regarding  the preparation of an
implementation timeframe which shall be
complied with by both Service Providers,
working in cooperation with each other and
with the Mol.

On September 2019, the Mol has shared
technical specifications with the Service
Providers.

On December 2019, the Mol has shared
updated technical specifications with the
stakeholders.

From January to March 2020, a further round
of discussions was conducted, and a draft
Orders was shared with the stakeholders,
including updated technical specifications
from Mol and a proposed timeline for
implementation.

Having considered the outcome of these
discussions and the proposals and comments
from the stakeholders, the CRA has decided to
set the following requirements and the
associated implementation timeframe for the
launch of Cell Broadcast solutions.

LEGAL BASIS FOR THE ORDER

The CRA, as the established regulatory body
under Emiri Decree No. (42) of 2014 is
empowered under Article 4(1) to “set
Regulatory frameworks for the
communications, information technology, post
sector and digital media, in line with the
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general policies of the sector and to enable
optimal performance.”

The CRA has the authority under Article 4(11)
of the Telecommunications Law (Decree 34 of
2006) to ensure that the provisions of the Law
and its Executive By-Laws, regulations and
decisions issued pursuant to such provisions
are complied with by the Service Providers.
The CRA is also empowered to issue
instructions and orders where it deems
necessary for the implementation of the
Telecommunications  Law, under the
Telecommunications By-Law, more
specifically Acrticle 4 of the
telecommunications by-law which states that
‘The President shall issue other regulations,
decisions, rules, orders, instructions and
Notices for the implementation of the
provisions of the Law and this By-Law.”
Article 59 of the Telecommunications Law
specifically caters for “National Security and
General Emergency Cases,” requiring Service
Providers to comply with the directives of
security and governmental bodies for the
purposes of maintaining state security and
addressing emergency situations.

Any compensation and recovery of expenses
arising from implementation of measures
related to such cases is governed by the
provisions of Article 60 of the
Telecommunications Law, which excludes
loss of income or expenses as well as any
indirect damages.

The CRA has a mandatory obligation under the
Emiri Decree, Article 4(14) to “monitor
compliance of Licensees with the regulatory
frameworks and take the necessary measures
to ensure their compliance.”

The Fixed and Mobile Telecommunications
Network and Service License issued
respectively to Ooredoo QPSC and Vodafone
QPSC, and the Class License for closed user
groups places an obligation on Licensees to
implement the solutions required by security
and safety.

Clause 20.2 of the fixed and mobile licenses
states that “The Licensee shall comply with the
requirements of the authorized agencies of the
State of Qatar relating to national security and
with the direction of governmental bodies in
cases of public emergencies, and it shall
implement and orders and instructions of the
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CRA with respect to service issues related to
same.”

INSTRUCTIONS AND ORDERS

The CRA hereby instructs the Licensees to
implement the Service as per the requirements
set in the Order.

Mol shall be the leading party in relation to the

definition, implementation, operation and

maintenance of the Service.

Licensees shall not provide the Service to other

entities in state of Qatar without Mol prior

written approval, and Mol shall not withhold
its approval without justification.

The Licensees shall:

a. Develop the Service in accordance with the
Mol technical requirements defined in
Annex A;

b. Always ensure the interoperability of the
Service with the Mol Cell Broadcast
platform;

c. Launch the Service to the public within the
timelines set in the CRA Notice referred to
in Annex B.

In ensuring a smooth and appropriate

implementation of the Service, the Licensees

must:

a. Conduct a tender process with the list of
approved Vendors shared with the
Licensees for each Licensee to contract
with one of them;

b. Involve Mol in the Tender process, and
especially:

a) In communicating to the Mol at least
ten (10) working days in advance the
Request for Proposal for the
implementation and operation of the
Service (RFP), to enable the Mol to
verify that the RFP documentation
provides a full description of the Mol
requirements and the Service;

b) Involve the Mol in the technical &
financial evaluation phases, noting that
only Vendors which have been
technically qualified by the Mol can be
assessed during the financial evaluation
phase of the tendering process;

¢) When contracting with the Vendor:

i. Annex to the contract the detailed
project plan as approved by Mol in
order to ensuring that the timeline for
implementation is complied with and
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set  obligations  regarding  the
implementation of the Service which
will enable compliance with the Orders,
and especially the requirements set in
Annex A, and the timeline set in Annex
B;

ii. Include Annex A - ”Requirements” to
the contract with the selected VVendor;

iii. Include a mechanism to deliver and

implement, when required by the Mol,

updates and upgrades to the Service;

robust SLAs and automatic
compensation by the Vendor in case of
failure to reach the SLAS;

v. Request the Vendor to comply with
applicable Mol requirements, security
policies & service level.

22. The Licensees must comply also with the

following

requirements during the

implementation phase of the project:

a.

b.

Follow the Project Management standards
and best practices;

Provide to Mol and to the CRA a project
Organization chart including the names,
role, contact details of their respective
project team;

Submit to Mol prior approval all project
documents, including but not limited to the
design documents, the system integration
documents, the testing and acceptance of
the Service;
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commissioning, integration and testing and
acceptance is coordinated with and subject
to the approval of both the Licensee and
Mol;

Monitor the execution of the project plan on
a weekly basis and corresponding updates
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a. Providing for a technical support and a
minimum of five (5) years maintenance
support  (preventive, remedial and
evolutive), including Service updates and
upgrades (software, OS,) as required,
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b. Before the launch of the Service, signing
with the Vendor, after review and approval
by Mol, an agreement setting SLAs and
operations framework that comply with
international standards and Mol Service
Levels.

c. Monitoring SLAS;

i. Providing to Mol and the CRA a
monthly report, as per the template
provided by Mol within one (1) month
of the implementation of the Service,
on the efficiency of the Service,
including:

a) the number and percentage of
successful recipient of the messages,

b) the identification of the cause for
failure to deliver,

c) the SLAs.

ii. Providing an annual report to the CRA
and Mol on the implementation and use
of the Service and means to improve its

efficiency;
iii. Detailed service reports, as per Mol
request, during special events,

emergencies, crises, testing, etc.

Licensees shall not be discharged of any of
their obligations pursuant to this Order if the
Mol has not issued an acceptance letter of the
Service.

CRA reserves the right to take all necessary
actions to ensure the Services are provided so
as meet or exceed the relevant SLAS.

EFFECTIVE DATE

This Order shall be implemented and effective
from its date of signature.

The Commencement Date of the Project and
the Launch of the Service shall be set out in a
Notice sent by the CRA to the stakeholders.

COMPLIANCE WITH THE ORDER AND
MONITORING

The CRA has a further obligation under Article
4(14) to “Monitor compliance of Licensees
with the regulatory frameworks and take the
necessary measures to ensure their
compliance.”

The CRA shall conduct continuous monitoring
on the progress of this Order by attending the
various meetings that shall be scheduled
between the parties and by requiring each
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Service Provider to comply with the reporting
requirements contained in Annex C.

Failure to comply with this Order shall
constitute a violation of the legal framework
and accordingly non-compliance;

Where there is a violation and subsequent non-
compliance, the CRA may refer the matter to
the Public Prosecutor to impose a fine as
stipulated under Article (67) of the
Telecommunications Law of (QR 1,000,000)
One Million Qatari Riyals and imprisonment
not exceeding one year;

The provisions of Article (71) of the
Telecommunications Law extends the
punishment or penalty to the person
responsible for the management of the
corporate entity.

In addition, Article (4) of Law No. 17 of 2017
amending the Telecom Law entails the
imposition of administrative penalties.

The CRA further reserves its rights to conduct
any other action under the provisions of Article
(6) of the Telecommunications Law.
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Annex A - MOI TECHNICAL
REQUIREMENTS

clatlaial) 5136l - 1 alal)

[Mol Specifications are in a document joined to this Order]
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Annex B - SCHEDULE OF MANDATORY DELIVERABLES AND TIMELINES

PROJECT PLAN |

Commencement Date: to be set in Notice

DURATION

Activities

Date of Completion

Duration

SP Procurement phase

8 Weeks

Mol Approval & SP to finalize
contract with the selected
vendor.

4 Weeks

Sign and execute the contract
with selected vendor.

Initiation phase

2 Weeks

Filing with CRA and Mol a copy
of the contract executed with
the vendor

2 weeks

16 WEEKS

Implementation by the vendor.

Execution Phase

12 Weeks

12 WEEKS

Testing phase includes following
key phases:

e System integration
testing
User acceptance testing
Inter-operability testing
Training
Pre-launch, closed user
group trials.

Testing Phase

16 Weeks

16 WEEKS

Soft Launch date

To be set in Notice

Commercial Launch date

To be set in Notice

2. CRA and Mol shall be invited to all meetings between
Service Providers.
Meeting Invites must be shared one week in advance

Total Duration 11 Months

Monitoring

1. Meeting in CRA office — Joint Meeting with Ooredoo and | Monthly, starting from the Commencement
Vodafone. Date
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Annex C — REPORTING FORMAT

Activities Listed in CRA Order

Task Name Deadline | Current Milestones
Status Achieved
during the
reporting
period

Comments, Concerns and
Decisions Required

Planned
End Date

Significant Achievements

Describe the achievement or progress deliverable

Indicate the date it was achieved or to be achieved

Issues/matters requiring escalation

Description of Date Severity/Priority Support/Decision Required Deadline date
the issue .

Clarify

what

date

this is
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