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Part | — Instructions for responding to

the Consultation

1 Context

1.1

1.2

1.3

2505

The implementation of the Qatar National
2030 in with  the

telecommunication

Vision relation

sector  necessitates
addressing the provision of high-quality
services that respond to the needs and
desires of individuals and businesses.

Telecommunication Services and
Telecommunication Products must not only
comply with applicable laws and regulations,
but also - as importantly - must meet the
ambition and vision of the State to compete

on the international stage.

Part of the Authority's role is setting the
standards of protection for the Customers
and guaranteeing their rights is one of the
primary

objectives to regulate the

Communications sector.

The Authority always endeavor, and from

time to time, to develop all matters

pertaining to the protection of the
Customers, including policy, regulation, and
related consultations, while taking into
consideration the fast pace of technological
development of the communication sector,
through issuing a special regulation from the
protection of the Communication services'
Customers, which includes, but not limited
to, the rights and obligations of Customer of
the Communication service from one side,

and the rights and obligations of the
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Providers from another.

The stated vision of the Authority is to
encourage and support an open and
competitive information and communications
technology sector that provides advanced,
innovative and reliable communications
system, balancing the rights of Customers
with the needs of Service Providers in the

State.

The CRA is empowered and determined to
play an active role in balancing the rights of
Customers and Service Providers, including

but not limited to the following:

issuing, implementing and supervising
consumer protection regulation to further

achieve the goals of the policy;

monitoring the terms of service between the

Service Providers and Customers;

determining and developing the applicable
Quality of Service standards in line with

industry best practice;

maintaining and asserting the morals, ethics

and customs of the Qatari society;

ensuring Customers are not misled as to the

Telecommunication Services and

Telecommunication Products they are
purchasing and that they in fact receive the
Telecommunication Services or
Telecommunication Products contemplated
when consenting to the terms with the

Service Providers;

protecting Customers' rights to information

transparency on the terms of services,
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applicable Tariffs, issuance of bills, retention

of documents, credit limit progress,

disruption of services, etc.;

ensuring that Customer's data privacy is
protected, and that Customers are
safeguarded against unwanted electronic

telecommunication and Spam;

guarantying the rights of people with special
needs to access and use the
Telecommunication Services and
Telecommunication Products without any

difficulty;

protecting Customers from unfair restrictions
on their ability to transfer to another Service
Provider;

providing Customers with access to
emergency services, directories and options

for Premium Rated Services;

ensuring Service Providers implement

effective Customer complaints procedures;

monitoring the state of competition in the

market to safeguard the interests of

Customers; and

Ensuring compliance of Service Providers
with the rules, conditions, standards and
practices relating to the Customer Protection

Regulations and Policies.
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Regulation with the Service Providers in the
State of Qatar.

b. To receive comments and inquiries about

the policy and regulation from the Service
and whereby the CRA shall

amend what it deems necessary in this

Providers,

policy and publish a final version of the

same.

3 Questions

3.1

3.2

3.3

3.4

3.5

To ensure a better protection for the Consumer,
and a more transparent relationship, what are
the issues that need to be added or amended in

this policy?

What are the recommended procedures from
your side to develop the relationship between
Service  Providers

the Customers and

pertaining?

What are your recommendations regarding

resolving complaints or disputes arising
between the Customers and Service Providers?
And what are the recommendations to facilitate

such disputes resolution?

What are your suggestions concerning the prior
consents required from the Customer by the
Service Provider to assure the protection of the

Customers?

Are any of the points mentioned in this policy
considered expensive or impractical to
implement and should be deleted? If so,

what are the alternatives that you suggest?
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4 Process and Timeframe

4.1 Consultation procedures

41.1

41.2

4.1.3

414

415
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Service Providers are invited to provide

comments on the Communications
Consumer Protection Policy (ref. Part Il of

this Document).

The Communication Regulatory Authority
(CRA) that

proposals are supported by substantiated

requires comments and

evidence, where changes are suggested.

If a stakeholder disagrees with any approach
proposed by CRA, the stakeholder is

requested to provide, in its response:

a. thereasons for disagreement;

b. its alternative proposal in a clear and

concise manner; and

c. all assumptions, relevant justifications

and references of all data sources

behind its alternative proposal.

Any submissions received in response to
this Consultation Document ("CD") will be
carefully considered by CRA. Nothing
included in this CD is final or binding.
the Authority is under

However, no

obligation to adopt or implement any

comments or proposals submitted.

Comments should be submitted by email to
(CCPR@cra.gov.ga)

18,2021. The subject reference in the email

before November

should be stated as “Consultation on

Communications Consumer Protection
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4.1.6

4.2

42.1

422

Policy”.

It is not necessary to provide a hard copy in

addition to the soft copy sent by email.

Timeframe for the review

Service Providers are requested to submit
their responses by the date indicated on the

cover page.

The CRA will hold an industry meeting at the
beginning of the consultation period if

the
an

requested by Service Providers.

Requests for industry meeting with
preferred dates, likely attendances and
topics to be discussed should be forwarded
to (CCPR@cra.gov.qa) before November
5,2021 with the subject heading "Industry
Meeting Consultation

Request - on

Communications Consumer Protection

Policy ".

5 Publication of comments

51

5.2

5.3

250

In the interests of transparency and public
accountability, the CRA intends to publish the
submissions to this consultation on its website

at www.cra.gov.qa

All submissions will be processed and treated

as non-confidential  unless  confidential
treatment of all or parts of a response has been

requested.

In order to claim confidentiality for information
in submissions that stakeholders regard as
business secrets or otherwise confidential,
stakeholders must provide a non-confidential

version of such documents in which the

10
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5.5

5.6

information considered confidential is blacked
out. This “blackened out” portion/s should be
contained in square brackets. From the non-
confidential version, it has to be clear where
information has been deleted. To understand
have been made,

where redactions

stakeholders must add indications such as

“business secret”, “confidential” or “confidential

information”.

A comprehensive justification must be provided
for each part of the submission required to be
treated as confidential. Furthermore,
confidentiality cannot be claimed for the entire
or whole sections of the document, as it is
confidential

normally possible to protect

information with limited redactions.

While the Authority will endeavor to respect the
wishes of respondents, in all instances the
decision to publish responses in full, in part or
not at all remains at the sole discretion of the
Authority.

For more clarification  concerning the
consultation process, please contact us on

(CCPR@cra.gov.ga).
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Protection Policy
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1.2
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Policy Objectives

The implementation of the Qatar National Vision
2030 in relation with the telecommunication
sector necessitates addressing the provision of
high-quality services that respond to the needs
and desires of individuals and businesses.
Telecommunication Services and
Telecommunication Products must not only
comply with applicable laws and regulations,
but also - as importantly - must meet the
ambition and vision of the State to compete on

the international stage.

A primary objective of the CRA’s role is setting
the standards of protection for the Customers
their the

and guaranteeing rights  within

Communications sector.

As part of the CRA’s mandate, the Authority will
always endeavor, from time to time, to address
all matters pertaining to the protection of the
Customers, including policy, regulation, and
related consultations, while taking into
consideration the fast pace of technological

development within the sector.

This role includes maintaining and asserting the
morals, ethics and customs of the Qatari

society;

The stated Mission of the Authority is to

encourage and support an open and
competitive Information and Communications
Technology sector that provides for advanced,
innovative and reliable communications system,

balancing the rights of Customers with the

250+ 12
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1.6

2.1

2.2

2.3

needs of Service Providers in the State.

The CRA is empowered and determined to play

an active role in balancing the rights of

customers and  service providers by
implementing consumer protection regulations

to achieve the goals of this Policy.

Policy Scope

This Communications Consumer Protection
Policy ("this POLICY") is prepared specifically
for Customers of telecommunications service,
as defined in the Telecommunications Decree
Law No. 34 of 2006 ("Telecommunications
Law"). For the purpose of this Policy, the term
includes a subscriber,

Customer user or

consumer of telecommunications services,

whether an individual, corporation,
governmental body or any other public or
private legal entity and regardless of whether
the services are acquired for the customer’s
own use or for resale, as defined in the
Executive By-Law No. 1 of 2009 of the

Telecommunications Law.

This policy is set as high-level objectives,
concepts and principles aimed at achieving an
effective  consumer protection approach.
However, it is in no way conclusive of all
consumer issues covered under the
Telecommunications Law and Executive By-
Law, which may be covered in greater detail
and specificity in the Consumer Protection
the CRA shall issue

Regulation  which

concurrently with this policy.

The scope of the content of the policy is broad
and is covered in some detail in chapter 10 of
the Telecommunications Law and chapter 9 of

the Executive By-Law.

250+ 13

Communications

s .

Regulatory Authority | QML _JVI

State of Qatar | j_Ih & 6_Jga

Gaad (8 Jld )l e dajle 5 Alda Aedl )
P e claadll adiay Sleall Ggia Gu o)) s
Al 238 CalaaY liias ellgiual dlaa ) 51 ks

Al (gaadatt gl
odd YL laxd ellgiuse djlea Al dlae)
4add ¢l Uanad (Mulpall” o an Lad L) Lil )
34 &8 05l o g pall 8 oaae g Lal Ly eV
Lo 4] Ll 5) YLVl o gld ol 2006 4l
Ol i) o3 (gl 2V 5 ("Ll sl o ey
S it o jide gl ) ey "deel" mllaias
o dense o 38 S 6 g VLAY cilaadl ellgtii
wald b le QAT sl GlS 6 5 e den
oaldll llenin el e Jpeanll Cus IS o g
Aadnl) A A sl sl e cad) salel

2009 43l (1) 8 YL sl

(53 s aliay Calaal o Jaidil dulud) o2 dlae) o3
Glaal dud z¢ Gas ) g gsied) Alle
0o da b Al cud @l gy i)
leahiy 5 cllgiunally Qalaiall Jiluall gpeal J)saYl
(Al Aghaad (S Cua Apdnl) aiadY 5 CVLAY) (58
el AU UM e Jaamdill (pe 3 e Jilasall
2 e el Al Lo jamin ) llgind) Alaal

AL

A gl i 35 Jlaal) a5 Asdpudl (5 s Gaakal (3l ()
VL) 56 (e 10 Juadll 3 Jaalil (e ool
il A e Q Juadll

1.6

2

2.1

2.2

2.3



2.4

2.5

The CRA is has a mandate to regulate a range
of activities and services provided by «:Service
Providers and the interaction with customers for

such activities and services.

The Authority is determined to play an active
role in balancing the rights of Customers and

Service Providers, including but not limited to

the following:
a. issuing, implementing and supervising
communications consumer protection

regulation to further achieve the goals of this
Policy;

b. maintaining and asserting the morals, ethics

and customs of the Qatari society;

c. ensuring Customers are not misled as to the

Telecommunication Services and

Telecommunication Products they are
purchasing and that they in fact receive the
Telecommunication Services or
Telecommunication Products contemplated
when consenting to the terms with the

Service Providers;

d. protecting Customers' rights to information

transparency on the terms of services,

e. ensuring that Customer's data privacy is

protected, and that Customers are

safeguarded against unwanted electronic

telecommunication and spam;

f. guarantying the rights of people with special

needs to access and use the

Telecommunication Services and
Telecommunication Products without any

difficulty;

g. protecting Customers from unfair restrictions

on their ability to transfer to another Service
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3

3.1

3.2

3.3

Provider;

h. providing Customers with access to
emergency services, directories and options

for Premium Rated Services;

i. ensuring compliance of Service Providers
with the rules, conditions, standards and
practices related to the Customer Protection

Regulations and Policies.

Legal Basis

The Communication

("CRA") has prepared this Policy pursuant to

Regulatory  Authority

the requirements of Article 48 and 49 of the

Telecommunications Law (“TL)”.

Article 48 empowers the CRA to prepare,
develop and issue a Consumer protection
(“CPP”) with  the

Telecommunications Law.

Policy in accordance
In addition, Article 49 sets out the powers in
areas of implementing the policy which include
but is not limited to the following under the

Telecommunications Law:

a. monitoring the terms of service between the

Service Providers and Customers;

b. determining and developing the applicable
Quality of Service standards in line with

industry best practice;

c. prevent commercial practices that are
abusive and misleading to customers and

the public;

ensure effective processes and procedures
are in place for resolution of customer

disputes;
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4

4.1 Customers’

that the interests of consumers are

safeguarded.

Policy Considerations / Imperatives

Right to be Connected:
Lock-in of Customers, Disruption or
Disconnection of Services, Customer

Consent, Blacklisting and Reconnection

a. All

subscribe to fixed and mobile services of a

customers shall have the right to
licensed service provider of their choice
and to exercise this right within the state of

Qatar, irrespective of location.

State of Qatar | j_Ih & 6_Jga
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consumer policy and any regulations issued
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A

b. Customers shall be able to exercise this -
right without restriction and [or laadll edie ol Al @M e w5l 3 g g0
discrimination from a building owner of a
premises or service provider.

c. Customers consent must always be (3l lad 2l J50 Sleal) 48 o o Jpanl) ay &
obtained for any service or changes to the laddl) & cl s sl elal o claad b
service.

d. Customers must be informed of any bl & (s o glaiil b eSlaad) jlad) cpaiy &
disruptions or disconnection to the service. i) Sl ool cladll gedia o6& o cpais WS
Service Providers must be able to produce .y _y) .daw dis ks Wis ) jUaa Y1 038 Jie
such notifications where required by the
CRA.

e. Service Providers must ensure that (puie ye oSl G (e Claddl) gedia U o sy .z

customers are not locked in to any service
provider and are able to change provider as

per their choice.
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Blacklisting of customers must be
coordinated and reported on a regular basis

to the Qatar Credit Bureau.

g. Service Providers will also be required to

keep a register of all customers that are
blacklisted together with reasons for the

listing.

h. Service Providers will further be required to

develop detailed procedures to enable
customers to be de-listed from the blacklist

register.

Process and procedures for reconnection or
re-instating services should be made

available to customers.

4.2 Customers with Disabilities

42.1

422

423

4.3 Assigning Numbers to

250 17

Number

Service providers must cater for special

needs and services for people with

disabilities.

All the provisions and requirements that
apply to the customers of standard services
of Service Providers should also apply to
this category of services, except where there
is a distinct difference in the nature and

offering of the service.

Service Providers are required to consider
and comply with the various disability
initiatives and programmers and legislation
pursued by Government to address the
diversity in customer needs such as, the
National e-Accessibility Policy and
international standards and protocols for

such services.

Customers:

Portability, Active Inactive
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4.2.2

4.2.3

4.3



Numbers, Buying and Selling Numbers

431 Al
accordance with the Numbering regulations

issued by the CRA.

number assignments must be in

4.3.2 The rules that apply to the use of numbers,
such as when a number is active and
becomes inactive and is claimed back by the
included in

Service Provider must be

customer contracts and published on

Service Provider’s website.

4.3.3 Rules related to special numbers or a

specific range of numbers which are

purchased from Service Providers by
customers must also be transparent on

Service Provider’s website.

4.3.4 Where there are specific conditions or rules
relating to ported numbers between Service
Providers, these conditions must also be
made transparent and publicly available to

customers.

4.4 Information Transparency: Include

Billing, Notifications, Pricing and

Savings Information

4.4.1 All service packages or bundles offered by
Service Providers or agents or third parties

must ensure:

a. that all information relating to the service is

made available to the customer.

b. There must be a clear acknowledgement
and acceptance by the customer in choosing

a credit limit for the relevant service/s.

c. Where customers migrate  between
packages or bundles, they must be aware of

the correct pricing and savings information

250+ 18

Communications | p—raiia _i1a
Regulatory Authority | QML _JVI
State of Qatar | j_Ih & 6_Jga

Al dadal B,V Gl awes Jia ol o 4301
YUY sl A (e 3 jalall

e a8 ) alasin) e Ggadas Al ael sl 21 50l cpay
oAl Be ki e a8 daedly Clesall adie dllae

‘Mdﬂ\emé}eécu)uu)cjwﬂ\dﬁc‘_g

4.3.2

Ao gana ol 8 neall QYL dabeiall 2ol @)l e il 4.3.3
Gleadll adia o sl b Q3 Al AELY) (e Baaae

laxdl) adie adl e o Wyl ¢ Dlexll ddaui 5

AEOYL laii 3axae el ol Lag b 2y A 8 4.3.4
Lo pall oda audi ) cpatid (el adia G A g8

e Daall Aalia ) oS5 o 5 Adlaslly

Gl Al cleghall Gedil cileghead) 4dWd 4.4
SRR Gag e g ) el g sl g ol silly

G laadll Gy (mgse s gai O G 4.4.2
U TE DRVER [ S N I T DRER (R OR- PR PN

Janll dalie arilly Ailaial) e glaall 288 o

Sl sl e @ilay daeall 3 Of Gy o
Alall cld caleaall

asndl bl Gy el oSlead) Ay Ladie &
Dlals dalaiall cila glaall A jn e 1656 o cang
CLEMNWAY) Gy gl (g e 5 dasaall claadl)



as well as the difference in the packages, in
addition to the obligations set out in the

regulations on pricing and billing of services.

d. Information must clearly be displayed on
Service Provider's website and other media
channels, such as the press, advertisements
and social media, this includes all electronic

and print media.

e. Customers should have access to correct,
accurate and updated information from

Service Providers.

f. The CRA may decide in the interest of
customers to prescribe billing formats to be
followed by Service Providers, guided by
article 89 of the Telecommunications By-

Law.

4.5 Protection of Customer Information or
Data

4.5.1 All customer information must be collected in
a manner which complies with the provisions
of article 92 of the Telecommunications By-

Law.

45.2 access to such information may be
authorized subject to the provisions of article
93 of the Telecommunications By- Law by

relevant government authorities.

4.5.3 the confidentiality of customers must be
respected subject to State laws which require
and provide legal mechanisms to access or
retrieve such information as required by
article 91 of the Telecommunications By-

Law.

4.6 Contract Terms and Conditions: for
Different Service Packages, Migrating

between Packages and Quality of
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Service

4.6.1 All terms and conditions shall be submitted
for approval to the CRA complying with article
96 of the Telecommunications By- Law.

4.6.2 Service Providers shall ensure that all

customers are provided with the signed

contract copy for any service subscription.

4.6.3 Services should at all times be of a standard
of quality which benefits the customer and is

fit for purpose.

4.6.4 The contract must contain the signature of
the customer which should also be verified to

prevent fraud and falsification of signatures.

4.7 Access to Customer Premises

4.7.1 owners/landlords of buildings and residential
properties should not withhold consent to
Service Providers from installing equipment

necessary for telecommunications services.

4.7.2 Owners/landlords are not entitled to have
exclusive arrangements with any one Service
Provider, customers have the right of choice
in terms of subscribing to any Service

Provider.

4.7.3 Service Providers must take measures to

ensure proper identification of their

representatives who carry out installation of

services.
4.8 Services Provided: Premium Rated,
Directory Services, Emergency

Services, Toll Free Services

48.1 all customers should have access to

emergency services free of charge.

4.8.2 emergencies services should also be
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available from SIMless phones.

4.8.3 where services are categorized as premium
rated services, this must be clearly indicated
to customers, the

explaining charging

principles of such services.

4.8.4 toll free services must be made available
across all platform and also capable of being
ported between Service Providers. Toll free
services should be free to customers which is

in line with the concept of toll free.

4.8.5 directory services may be made available to
customers either electronically or in print
format as may be determined through
regulation. Customers are required to be
informed of the implications of providing their
the

information for these services and

necessary consent should be obtained.

4.9 Advertising, Marketing and Branding,

Including Direct Marketing

49.1 The CRA

requirements for direct marketing practices to

may prescribe specific

ensure customers are protected from

unethical and unfair practices.

4.9.2 all advertising, marketing and branding may
be subject to specific rules and regulations
prescribed by the CRA to ensure fairness,
transparency and accuracy in the messaging

and services provided to customers.

49.3 should

objective comparisons of like for like products

comparative  advertising have

and should not denigrate the products,

services or other elements of a competitor.

4.10 Competitions, Fundraising and Charity

4.10.1 clear distinctions must be set out regarding
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what are competitions, fundraising and

charity donations.

4.10.2 details of charities and their purpose should

also be included.

4.10.3 clarity is required where customers need to
pay to enter competitions or prize giving
promotions and chances of winning should

not be exaggerated.
4.11 Spam and Scamming

4.11.1 Services Provides are to implement the
necessary measures and mechanisms to

reduce spam messages to customers.

4.11.2 there should be a specific time period within
which such messages are acceptable, which
notifications sent via

include various

messaging to customers.

4.11.3 unwanted commercial messages should be
avoided at all cost where customers have not

consented to receiving such messages.

4.11.4 all commercial messages should have a

mechanism to allow the customer to
discontinue receiving such messages where

they are unwanted.

4.11.5 Services Provides must adopt precautionary
measures and procedures to ensure that third

party
infrastructure do not invade customers with

users of their networks and

scam messages.

CRA

Services Provides Internal Procedure

4.12 Complaints: Procedure and

4.12.1 All Services Provides must ensure that they
have an internal complaints procedure which

must be displayed at outlets and stores and
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published on the website.

4.12.2 the Service Provider's complaints procedure
must be submitted to the CRA for approval.

4.12.3 The CRA complaints procedure must also be

published on all Services Provides’ websites

4.12.4 customers should be aware of the difference
between the CRA complaints procedure and
the internal Services Provider complaints

procedure.

4.13 Compliance & Monitoring: Reports,

Statistics, Information to Assist the

CRA

4.13.1 Service Providers are required under the
Telecommunications Law to submit periodical
reports to the CRA.

4.13.2 the CRA may prescribe a format for such
reports so that the information gathered is

consistent and can be used effectively.

4.13.3 Service Providers are legally required to
comply with information requests from the
CRA as detailed 13 of the

Telecommunications and

in chapter
By-Law are
encouraged to comply with such requests to

facilitate various CRA processes.

4.14 Policy
Date

Implementation and Effective

4.14.1 The objectives and imperatives set in this
policy shall be transposed into regulations as
provided for in terms of article 50 of the

Telecommunications Law.

4.14.2 The policy will be implemented in conjunction

with the regulations issued, as stated above
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ANNEX A

CONSULTATION RESPONSE TEMPLATE

Respondent Consultation document Response
reference
(question/paragraph)
(Company/organization name) (Specify question or paragraph (Provide comments)
number that response refers to)
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