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PART K INSTRUCTIONS FOR
RESPONDING TO THE
CONSULTATION

1 Context

1.1 The implementation of the Qatar National

1.2

13

Vision 2030 in relation with the
telecommunication sector necessitates
addressing the provision of high-quality

services that respond to the needs and desires
of individuals and businesses.
Telecommunication Services and
Telecommunication Products must not only
comply with applicable laws and regulations,
but also - as importantly - must meet the
ambition and vision of the State to compete on

the international stage.

Part of the Authority's role is setting the
standards of protection for the Customers and
guaranteeing their rights is one of the primary
objectives to regulate the Communications

sector.

The Authority always endeavor, and from time
to time, to develop all matters pertaining to the
protection of the Customers, including policy,
regulation, and related consultations, while
taking into consideration the fast pace of
technological development of the

communication sector, through issuing a
special regulation from the protection of the
Communication services' Customers, which
includes, but not limited to, the rights and
obligations of Customer of the Communication
service from one side, and the rights and

obligations of the Providers from another.
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15

The stated mission of the Authority is to

encourage and support an open and
competitive information and communications
technology sector that provides advanced,
innovative and reliable communications
system, balancing the rights of Customers with

the needs of Service Providers in the State.

The Authority is empowered and determined to
play an active role in balancing the rights of
Customers and Service Providers, including

but not limited to the following:

a. issuing, implementing and supervising
consumer protection regulation to further

achieve the goals of the CCPP;

b. monitoring the terms of service between

the Service Providers and Customers.

c. determining and developing the applicable
Quality of Service standards in line with

industry best practice;

d. maintaining and asserting the morals,

ethics and customs of the Qatari society;

e. ensuring Customers are not misled as to
the Telecommunication Services and
Telecommunication Products they are
purchasing and that they in fact receive the
Telecommunication Services or

Telecommunication Products

contemplated when consenting to the

terms with the Service Providers;

f. protecting Customers' rights to information
transparency on the terms of services,
bills,

applicable Tariffs, issuance of
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retention of documents, credit limit

progress, disruption of services, etc.;

g. ensuring that Customer's data privacy is

protected, and that Customers are
safeguarded against unwanted electronic

telecommunication and Spam;

h. guarantying the rights of people with
special needs to access and use the
Telecommunication Services and

Telecommunication Products without any

difficulty;

i. protecting Customers from unfair
restrictions on their ability to transfer to

another Service Provider;

j.  providing Customers with access to

emergency services, directories and

options for Premium Rated Services;
k. ensuring Service Providers implement

effective Customer complaints

procedures;

I.  monitoring the state of competition in the
market to safeguard the interests of

Customers; and

m. ensuring compliance of Service Providers
with the rules, conditions, standards and
the Customer

practices relating to

Protection Regulations and Palicies.

2 Next Step

The Authority shall conduct the following steps

after issuing the regulation:
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a)

b)

To discuss and explain this regulation with the

Service Providers in the State of Qatar.

To receive comments and inquiries about the
regulation from the Service Providers, and
whereby the Authority shall amend what it
deems necessary in the regulation and publish

a final version of the same.

3 Questions

3.1

3.2

3.3

3.4

3.5

To ensure a better protection for the Consumer,
and a more transparent relationship, what are
the issues that need to be added or amended

in this Regulation?

What are the recommended procedures from
your side in this Regulation to develop the
relationship between the Customers and
Service Providers pertaining to advertisements

and offers in the State of Qatar?

What are your recommendations regarding
resolving complaints or

the

disputes arising

between Customers and Service
Providers? And what are the recommendation

to facilitate such disputes resolution?

What are your suggestions concerning the prior
consents required from the Customer by the
Service Provider to assure the protection of the

Customers?

Are any of the points mentioned in this

Regulation considered expensive or

impractical to implement and should be
deleted? If so, what are the alternatives that

you suggest?
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3.6 Do you have any suggestions concerning
additional safeguards that the Authority should
adopt in relation to the treatment of
confidential information in the context of the

procedure laid down in this Regulation?

4 Process and Timeframe

4.1 Consultation procedures

4.1.1 Service Providers are invited to provide
comments on the Communications Consumer
Protection Regulation (ref. Part Il of this
Document).

4.1.2 The Communications Regulatory Authority

requires that comments and proposals are

supported by substantiated evidence, where
changes are suggested.

4.1.3 If a stakeholder disagrees with any approach

proposed by the Authority, the stakeholder is

requested to provide, in its response:

a) the reasons for disagreement;

b) its alternative proposal in a clear and concise

manner; and

c) all assumptions, relevant justifications and
references of all data sources behind its

alternative proposal.

4.1.4 Any submissions received in response to this
Consultation Document ("CD") will be carefully
considered by the Authority. Nothing included
in this CD is final or binding. However, the
Authority is under no obligation to adopt or
implement any comments or proposals
submitted.
4.1.5 Comments should be submitted by email to

(CCPR @cra.gov.qa) before the November
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18,2021. The subject reference in the email
should be

Communications

stated as “Consultation on

Consumer Protection
Regulation”.
4.1.6 It is not necessary to provide a hard copy in

addition to the soft copy sent by email.

4.2 Timeframe for the review

4.2.1 Service Providers are requested to submit their
responses by the date indicated on the cover
page.

4.2.2 The Authority will hold an industry meeting at

the beginning of the consultation period if

requested by the Service Providers. Requests
for an industry meeting with preferred dates,
likely attendances and topics to be discussed
should be forwarded to (CCPR@cra.gov.qa)

before November 5,2021 with the subject

heading “Industry Meeting Request -
Communications Consumer Protection
Regulation.

5 Publication of comments

5.1 In the interests of transparency and public

accountability, the Authority intends to publish
the submissions to this consultation on its

website at www.cra.gov.ga.

5.2 All submissions will be processed and treated
as non-confidential unless confidential
treatment of all or parts of a response has

been requested.

5.3 In order to claim confidentiality for information
in submissions that stakeholders regard as
business secrets or otherwise confidential,
stakeholders must provide a non-confidential
version of such documents in which the

information considered confidential is blacked

Communications | p—aiia i1 a
Regulatory Authority | ML VI
State of Qatar | |_In 6 G_Jga

3l b g ssall WA S ey 2021 sed s
Bleal Apodaiill AN 5 L sjbe s I
MEN L) cilard] ellgiall

f o Al ) ABlaYl 48 5 A i b iy Y 4.1.6
(s Y 2 e Ll )

daal pall (a3l Y 4.2

4 Ll C"‘Jtm" pR2393 ) e:ms.‘ FOREN| GA.\S.A k:Jr‘ s 4.2.1
SV dadall

i (6 3l Ala ey el e cplaia) Al i 4.2.2

glaayl sie il e o5 ol dedll setie il

Gopalally golall dal e Olal Bl 458 )

sile) 2y el JB (e LlBlie st Al sl sall

sxds 5 Jié (CCPR@cra.gov.qa) e L))

—glaial die bl g sum all ) sie (5% o e 2021

il dllgine Lleal Aeghill 2 Jea 5 Ll
YLy

Qwﬁ “\‘)ﬁd 5
i e Al e daladl Alelual s 483 (al Y 51
oA Ledse e 3 LEY) s gl Glaadldll

.WwWw.cra.gov.ga

Lw e @l Lo clidadll pas Al deladll (058 5.2
ail e )l Gada gl sl JS e Jalailly 4l iy o Lo

(S

Ay Ao Lalially dadll Ayl ol Y14 5 Js 8 5.3
Gl slaall oda el iy SUaa Sl 832 ) 5l il slaal)
Slocagh oAl Gl L b e
Calatiall 038 (o &y s e Adad 4 Agiaal) ol LY
sy 2 9mY (05lL A pudl il slaall s Lgsh oy

11 of 112



54

55

5.6

out. This “blackened out” portion/s should be
contained in square brackets. From the non-
confidential version, it has to be clear where
information has been deleted. To understand
where redactions have been made,
stakeholders must add indications such as

“business secret”, “confidential” or

“confidential information”.

A comprehensive justification must be
provided for each part of the submission
required to be treated as confidential.
Furthermore, confidentiality cannot be
claimed for the entire or whole sections of the
document, as it is normally possible to protect
confidential information with limited

redactions.

While the Authority will endeavor to respect
the wishes of respondents, in all instances the
decision to publish responses in full, in part or
not at all remains at the sole discretion of the
Authority.

For more clarification concerning the
consultation process, please contact us on
(CCPR@cra.gov.ga).
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PART Il
CONSUMER
REGULATION

1 Definitions

1.1 The terms, words, and phrases used in this
Regulation shall have the same meaning as are
ascribed to them in the Applicable Regulatory
Framework (“ARF”), including, but not limited to
the Emiri Decision No. 42 of 2014 establishing
the CRA ("Emiri Decision"), the Decree Law No.
34 of 2006 ("Telecommunications Law"), the
Executive By-Law No. 1 of 2009 of the
Telecommunications Law ("By-Law"), and the
Service Providers’ Licenses ("Licenses") unless
otherwise expressly defined in this Regulation or
the context in which they are used requires
otherwise.

1.2 The following terms shall have the following

meanings:

Advertisement: any means of bringing a product or
service or entity to the attention of Customers,
including any branding, marketing or promotional

activity.

Advertising Material: any material used for
advertising regardless of its form, including but not
limited to audio, visual, print or electronic

advertisements.

Carrier billing: is a payment method where a
Service Provider bills the Customer through
its invoice for a service provided by a 3

party vendor.
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CRA: the Communications Regulatory Authority

Customer  Complaint: an  expression  of
dissatisfaction made by a Customer and received by a

Service Provider or CRA related to:

a. the Service Provider’s provision of products or

service to that Customer; or

b. the Service Provider's compliance with its

obligations with respect to the Customer,

which must be addressed by Service
Providers through the “Service Provider
Customer Complaint Process” as an initial

requirement.

Contract: express the rights and obligations between
a Service Provider and a Customer for the provision of
products or services as concluded in compliance with

the applicable laws.

Customer: as defined in the By-Law.

“CRA Customer Complaints Process”: the
complaints’ handling process between the CRA and
Service providers as issued by the Decision of the
President of the CRA No. 2 of 2017 and any
subsequent amendments or revisions to the same in
Annex C.
Customer Consent: clear and formal acceptance of
the Customer to purchase a product or subscribe to a
service. Customer Consent must be:
a. expressed in writing; or
b. collected through the Number of the Customer
using a two (2) factor authentication
mechanism; or
c. via the Service Provider’s call center by a call
from the same service number and provided
that the Service Provider conducts all required
verifications to ensure the identity of the

Customer and the validity of his/her consent.
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Service Providers must document and save

the Customer Consent in their records.

Customer Information: all information that a Service
Provider holds, whether in electronic or non-electronic
format, relating to Customers and their
communications. Customer Information includes

Personal Data.

Cybercrime: as defined in the Cybercrime Prevention

Law.

Cybercrime Prevention Law: Law No. 14 of 2014 and

subsequent amendments or future enactments

Data Protection Law: Law No. 13 of 2016 and

subsequent amendments or future enactments.

Direct Marketing: as defined in the Data Protection

Law.

Directory Information: the name and fixed telephone
number of a Customer, or a record that the Customer

requested that such information shall not be supplied.

Directory Services: the provision of Directory
Information by a Service Provider, where Customers
can have access online to consolidated Directory

Information through a dedicated webpage.

eAccessibility Policy: Qatar's eAccessibility Policy
issued in September 2011 and any subsequent

policies.

e-Commerce Law: Decree Law No. 16 of 2010 and

any amendments or future enactments.
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Electronic Account: a phone number, email address
or other form of telecommunication account.

Electronic Communication: as defined in the Data

Protection Law.

Mandatory Service: the mandatory services defined

under a Service Provider’s License.

Minimum Service Period: the minimum contracted
period agreed to by a Customer, after which no fees
are payable for the termination of the Contract by the

Customer.

Original Range Holder: the Service Provider to which
a number or a range of number is originally allocated
to by the CRA.

Personal Data: as defined in the Data Protection Law.

Premium Rated Service: the provision of content or
a service to a Customer which involves, but is not

limited to:

a. dialing a telephone number or short code for
voice or text messaging for which the charges
are higher than standard network charges for

voice calls or standard SMS;

b. the receipt of a terminated premium rated

SMS by Subscription Service; and/or

c. a charge being applied to a Customer's

account

Premium Rated Service Provider: a party who
controls and/or is responsible for the operation, and/or

content and/or promotion of a Premium Rated Service.
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Product: Equipment or any other physical object
supplied, to be supplied or caused to be supplied by a

Service Provider.

Publications: any print, audio, visual or broadcasting
material in the form of statements, reports, quotations,
slogans including social media messages, postings,

surveys as well as CRA surveys.

Regulation: this Consumer Protection Regulation.

Retail Tariff Instruction: the Retail Tariff Instruction
(“RTI”) for Individually Licensed Service Providers, as
issued by the Decision of the President of the CRA No.
3 of 2018, and any subsequent amendments or

revisions to the same.

Service Provider: as defined in the

Telecommunication Law.

Spam: an unsolicited Electronic Communication sent
for Direct Marketing purposes without the Customer

Consent.

Subscription Service: a Service where the Customer

will incur a recurring charge.

Tariff: as defined in the By-Law.

Telecommunications Service: as defined in the By-

Law.

Transactional Messages: transactional messages
are non-marketing automated messages which are
typically issued when a user completes a specified
action. Transactional Messages are used to send

important details, OTPs, informational messages,
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booking or order alerts to registered Customers. They

are not intended for marketing.

Service: a service provided or billed by a Service

Provider.

2 Precedence of Legal Instruments

2.1

2.2

None of the provisions in this Regulation shall be
construed or deemed to excuse, disqualify, or
modify Customers’ or Service Providers'
obligations to comply with any other laws of the
State, municipalities or other Government entities
or any obligations and legal requirements under
the Telecommunications Law, the By-Law, and

the Emiri Decision.

A finding of a breach of the Regulation does not
preclude the CRA from finding that the same acts
or omissions also constitute a breach of another
applicable law or regulatory instrument or license
condition and so taking enforcement action
pursuant to that provision, in addition to acting on

account of the breach of the Regulation.

3 Scope and Application

3.1

3.2

The Regulation sets out the procedures and

requirements that apply pursuant to the

Telecommunications Law in relation to the

protection of the rights and interests of

Customers.

The Regulation covers a set of obligations that

are binding on Service Providers.

4 Legal Basis

4.1 The Telecommunications Law
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41.1

41.2

4.1.3

Articles 4 and 6 empower the CRA to, among

other things, safeguard the interests of

Customers, to issue regulations, decisions,
orders, rules, instructions and notices that are
transparent and non-discriminatory with respect
and other market

to service providers

participants.

Article 50 enables the CRA to set a Customer

protection policy.

Article 51, among other things, requires Service
Providers to adopt fair dealing practices with
Customers by providing sufficient information to
them before incur

they any commercial

obligations. The information to be provided
includes terms of service, other terms and
rates and costs

conditions and all tariffs,

applicable.

4.1.4 Article 52 requires Service Providers to have due

4.2

42.1

4.2.2

regard to the privacy rights of Customers by
protecting their information. Service Providers
are not allowed to collect, use, retain or advertise
any Customer Information without the
Customer's consent unless otherwise permitted

by law.

The Telecommunications By-Law (TBL)

Article 86 compels Service Providers to comply
with the terms and conditions contained in their
licenses in addition to the regulations, rules,
and notifications the

decrees issued by

Communications Regulatory Authority.

Article 87 requires Service Providers to act in
accordance with Customers’ directions and
requirements in providing a Service; it also sets

criteria for billing and invoicing of services.
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4.2.3

424

4.2.5

4.2.6

4.2.7

428

Article 88 states that Service Providers are

required to maintain accurate Customers’

records and make them available to the CRA.

Article 89 enable the CRA to prescribe specific

measures related to billing.

Article 90 prohibits false or misleading claims or
suggestions regarding the availability, price, or
quality of Products or Services. A claim or
suggestion is false or misleading if the Service
Provider knew or ought to have known that it was
misleading or false or was likely to mislead or be

false.

Article 91 requests Service Providers to respect
Customers’ confidentiality, and not to intercept,
monitor or alter in any Communications.

Article 92 requires Service Providers to tell
Customers the purpose of collecting Customer
Information at or before collection. Furthermore,
the Service Provider is legally responsible for
the security and safety of the Customer
Information it collects. A Service Provider must
not disclose the Customer Information or use it
for another purpose without the Customer's
Consent, except where disclosure is required or
permitted in accordance with the laws of the
State.

Article 93 grants authorized governmental
authorities the right to access Customers’
Confidential Information in accordance with

applicable laws.
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4.2.9

4.2.10

4211

4212

4.2.13

4.2.14

4.2.15

Article 96 enables the CRA to require Service
Providers to submit for approval their terms of
service and any changes to such terms prior to
application. Unilateral changes to the terms of
service are not permitted other than where the
Customer has received prior notification in
writing of the proposed changes to the

approved terms of service

Article 97 sets out detailed requirements for
Service Providers to publish information on their

websites.

Article 98 further requires Service Providers to
have paper copies of the requested information
available free of charge to Customers at their

business offices and for public inspection.

Article 99 enables the CRA to request Service
Providers to provide directory services. Article
100 empowers the CRA to issue specific
regulations, rules or orders related to this

service.

Articles 101 to 103 enable the CRA to set
requirements for Quality of Service (QoS)
standards. For the sake of clarity, the matter is

addressed in a dedicated regulation.

Article 104 sets out the Service Providers’ rights

and obligations to access a Customer's

premises in order to install, operate and

maintain Telecommunications Services.

Article 105 entitles the CRA to issue orders in

relation to the Service Provider's liability,

Customer refunds and any damages
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with the

Telecommunications Services.

associated provision of

4.3  Emiri Decision

4.3.1 Article 16 authorizes the CRA to develop and
assess policies and regulations related to
Customer protection.

4.3.2 This mandate includes systems for complaints
management and resolution of consumer
complaints.

4.3.3 These provisions further extend to the arena of
advertising and quality of service, compelling
the CRA to exercise its powers in monitoring
and ensuring compliance.

4.4  License Terms and Conditions

44,1 Clause 14 of the Licenses sets out obligations

which the Service Providers must comply with,
which includes all decisions and regulations

governing Customer protection.

5 Communications with the Customers

51 Information Transparency

5.1.1 Terms and Conditions ("T&Cs") shall be
submitted to the CRA for approval as per the
requirements set out in Annex B.

5.1.2  Service Providers shall provide to Customers:

5.1.2.1 Full details of the applicable T&Cs and
Tariffs of the Service before any

commitment from the Customer;

5.1.2.2 Afull copy in a digital mean of the signed

Contract, including the applicable T&Cs
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5.1.2.3

5124

51.25

51.2.6

a. For fixed

(General T&Cs, and Specific T&Cs) and
Tariffs of the Service and, upon request

of the Customer, a hard copy; and

A user-friendly access to an online
with the
applicable T&Cs and Tariffs of the

archive of the Contract
Service. In any case, the Customer may
request at any time an attested copy of

the Contract.

A clear and comprehensible explanation

on internet speeds:

internet access, contracts
the

following download and upload speeds

should include information on

of the internet access service (minimum

speed; normally available speed;
maximum speed; and advertised
speed).

. For mobile internet access, contracts

the

following download and upload speeds

should include information on

(estimated maximum speed; and

advertised speed).

Indication on how significant deviations
from the respective advertised download
and upload speeds may impact the
exercise of the end--users’ rights” to

internet access; and

A clear and comprehensible explanation
of the remedies available to Customers if
is a continuous or

there regularly

recurring discrepancy between the
performance of the Service and the

information set out in the Contract.
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513

514

515

5.1.6

5.1.7

Service Providers shall include a dedicated
icon/space on their website which relates to
services and products for people with

disabilities.

The Customer’s credit limit shall be: clearly

mentioned in the Contract.

Before the Customer purchases or subscribes
to a Service and incurs any commercial
obligation to the Service Provider, Service

Providers shall, at the point of sale:

a. Agree with the Customer, free of

charge, a credit limit,

b. Explain to the Customer how the credit
limit will apply (information when the
limit is restricted

credit reached,

services once the limit is reached, etc.).

c. Provide to the Customer a copy of the

Customer agreement and of the
information provided, an enable the
the

information on his/her online account.

Customer to access same

d. Customers must be provided the option
to temporarily increase their credit limit,
free of charge, subject to agreeing the
matter with the Service Provider. A
Service Provider must request the

Customer’'s Consent when modifying

the credit limit.

Be clearly displayed on top of each bill issued,

and

Apply to all services invoiced by the Service
Provider, without exception, including roaming

services and third-party services.
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5.1.8  Service Providers shall publish the following
information, with a user-friendly navigation
system that can be accessed by Customers, on

their websites:

5.1.8.1 Applicable T&Cs and the associated

Tariff information;

5.1.8.2 CRA'’s contact information

5.1.8.3 A message informing Customers that the
Service Provider is regulated by law and
that a Customer (and other Service
Providers) may take unresolved disputes

to the CRA for resolution;

5.1.8.4 The Customer Complaint Process of the
Service Provider; and

5.1.8.5 A specimen of an itemized bill explaining
what each of the items indicates and

detailing the units used for billing.

5.1.9 Service Providers are required to:

5.2.2.1 Prior to the registration and activation of
a service conduct an adequate
verification process to avoid illegal

activations and:

a. Collect the information required to

identify the Customer.

b. Verify that the information is accurate,
checking the relevant documents such

as Qatar ID, passport, signature etc.
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5.1.9.2

5.1.10

5111

5.1.12

5.1.13

5.2

521

Immediately after the completion of the
registration:

the

Customer’s primary contact number

a. send an SMS notification to

and all other numbers registered under
that Customers” Qatar ID and inform
the Customer's primary contact via
other relevant channels about the
activation of a new and/or additional
service with its T&Cs and selected

credit limit.

Service Providers must implement an adequate
verification process, which is to be filed and
approved by the CRA and comply with any
regulatory instrument issued by the CRA, for
SIM card replacement and for the transfer of a

service number from one Customer to another

Service Providers must keep the record of all

such transactions in their system.

The CRA may require a Service Provider, to
provide in a prescribed format, medium and/or

location the information described above.

Service Providers shall not make false or
misleading claims or suggestions regarding the
availability, price or quality of Products or
Services, whether their own of those of third

parties.

Annual Customer Information
Summary (“ACIS”)

Service Providers must provide to every post-
paid Customer an information summary on a

yearly basis.
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5.3.2

5.3.3

534

5.3.1.4 Ensure

a. the Customer has consented to using

that service, and

b. the service has been successfully

delivered to the Customer.

5.3.1.2 Not do anything that may directly or

indirectly cause Customers to be misled
as to the nature of the service, including

the content that will be provided.

5.3.1.3 Ensure that Subscription Services:

a. Are of acceptable quality

b. Comply with public morals, public
decency, cultural norms and customs
in the State, and

b. Do not create unjustified or excessive

charges for the Customer.

that

messages are sent in the Customer's

Subscription  Service
preferred language as inferred from the

Customer's interaction.

Service Providers shall not impose any charge

on Customers to unsubscribe from a

Subscription Service.

Upon receipt of an “unsubscribe” message, the
Service Provider shall send a free information
message to the Customer acknowledging
receipt of the “unsubscribe” message and that it

has been acted on.

A Service Provider shall promptly refund a
Customer any charge incurred after a request
to unsubscribe was made by the Customer.

When the Subscription Service is billed at
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535

5.3.6

regular intervals (for example, a weekly
charge), the Service Provider shall refund the

period in that billing cycle.

Messages delivered as part of a Subscription
Service shall clearly state: (a) the short code for
the Subscription Service, (b) details of the
Premium Rated Service Provider's helpline,

and (c) the possibility to “STOP” or opt-out

Prior to a Customer being charged for a
Subscription Service, the Customer shall be
sent a free initial message (in the same
language used to provide the Premium Rated

Service) containing the following information:

5.3.6.1 The name of the Subscription Service;

5.3.6.2 The name of the Service Provider of the

Subscription Service;

5.3.6.3 Confirmation that the Customer has been

signed up to a subscription-based service;

5.3.6.4 The charges for the Subscription Service

and how they can arise (e.g. per message

charge, per day charge); and

5.3.6.5 Clear instructions on how the Customer can

5.3.7

stop the Subscription Service, including by
replying with the words 'STOP' or <, with

the instruction not being case sensitive.

No Customer shall receive a Subscription
Service or be charged for a Subscription
Service unless they have explicitly opted-in by
providing the Customer consent to receive that

Subscription Service.
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5.3.8 Every time a Customer has spent a Customer-

determined  increment amount on a
Subscription Service, a message notifying the
Customer of such spend shall be sent to the

Customer free of charge.

5.4 Advertising, Marketing and Branding

5.4.1 General Requirements

5.4.1.1 Advertisements shall be fair, truthful and

accurate, and shall not, by act or

omission, directly or by implication,
mislead or confuse the Customer, nor
make false or misleading claims or
suggestions regarding the availability,
price, or quality, whether they be the
Products or services of the Service

Provider or of a third party.

5.4.1.2 Advertising shall comply with all
applicable laws and regulations and shall
not incite anyone to break the law, nor
shall it condone or encourage unsafe
practices, reckless behavior, or conduct
that may be immoral or offends public
decency, cultural norms and customs in

the State.

5.4.1.3 Service Providers shall always:

a. be fair, honest and truthful in their

dealings with Customers;

b. be able to substantiate with supporting

evidence claims made in
Advertisements or through their direct
or implied conduct in dealings with

Customers;
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5415

. ensure

that

factually correct and culturally sensitive,

Advertisements are

and prepared with a sense of

responsibility towards Customers;

. clearly disclose to Customers the T&Cs

and all the necessary information about

the Product or service, enabling
Customers to make informed choices
before they buy, including instructions

on usage;

. nhot take advantage of a Customer's lack

of experience or knowledge about the

Products or the services;

trade fairly, ensuring that Customers
understand any documentation or T&Cs
before entering into any arrangement
for the purchase of Products or

services; and

. nhot, directly or by implication, claim that

Customers are subject to T&Cs or
Tariffs other than those legally in force

at the time of the Advertisement.

Service Providers responding to a
Customer request arising from an
Advertisement  shall provide the

Customer, in a simple format and without
delay, with information on the Products
or services that is complete, accurate,

true, and up to date.

Where, in order to use a Product or
service, a Customer must also purchase
other Products or services, the
Advertisement shall clearly state this

requirement.
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54.1.6

5417

5418

. Tariffs are noted

Service Providers which offer and/or sell
Products or services through third parties
and channels such as distributors,
dealers, agents or other retail outlets in
the State shall be responsible for the
breaches of the Applicable Regulatory
Framework that such third parties may

commit.

Service Providers using third parties
shall ensure that they provide the third
parties with the necessary information
and support to enable them to comply

with this Regulation.

Service Providers providing Premium

Rated Services shall ensure that:

a. When Premium Rate Services are

searched for by the Customer and
appear, the communication to the

Customer must contain an alert

message mentioning that a higher
charge will apply to the Premium Rate

Service.

. call/messaging charges (inclusive of all

taxes) are clearly stated before the

purchase and the use of the service;

in the form of
numerical price per minute for time-
based Telecommunications Services or
the relevant charge unit and indicate the

total maximum cost to the Customer;

d. written and textual pricing information

be

presented clearly to Customers;

shall legible, prominent, and
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5.4.1.9

e. Verbal pricing

. Advertisements for

a. has all

information shall be
easily audible, discernible and easily
understood and the Tariff shall be
stated with the same voice, the same
tonality and in a way that is clear to the

average listener;

in the case of Advertisements
transmitted on television or other audio-
visual format, the pricing information
shall be spoken as well as visually

displayed; and

Premium Rated
Services shall specify all charges and
conditions whenever a Premium Rated
Service SMS code is displayed or sent
to Customers.

If a Service Provider has grounds to
suspect that an advertising activity
concerning a Product or a service from a
third party to a Customer was not in
compliance with this Regulation or other
applicable laws and regulations, it shall,
before activating such service or selling
the Product, contact the Customer to

ensure that the Customer:

necessary and accurate
information about the Product or the

service;

. can make an informed decision about

the Product or service; and

. if that is not the case, the Customer

shall have the option to cancel the
purchase of the Product or service

without any penalty.
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Advertising Material: ey

a. clearly displays their brand, logo or

trademark or name in a way that
accurately communicates the party that
is legally offering the Products or

services;

. maintains uniformity in the brand, name
and logo used for each Product or
service, ensuring that the same brand,
name and logo shall be used across all
Advertising Materials when advertising
or branding the same Product or
service, in order to avoid causing

confusion to Customers; and

. do not mislead Customers as to who is
legally responsible for providing the
Products or services advertised and
that the party legally responsible for the

services is

Products or clearly

identifiable.

5.4.2.2 Service Providers shall ensure that all

Advertisements Material are compliant
with this Regulation and applicable laws

and regulations, including the following:

a. the context, nature and form of the

Advertisement;

. the characteristics of the Advertising
Material used and any corresponding
impact on the nature and content of the

Advertisement;
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c. the

perspective of the average
Customer to which the Advertisement is
primarily addressed and the impression
that it is likely to have on such average

Customer; and

. provide a brief description, using easily
readable, simple and legible words, of
the Product or service, the applicable
terms and conditions and from where
the Customers can find that terms and
conditions (such as the reference to
website), the charges, the nature and
extent of the special offer, discounts or
packages available, limitation of

service, and where appropriate provide

the Customer with the full information or
direct and easy means to access to

such information.
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b. exploit the Customers lack of sl 6eY sl gl sl agd i ade JDladul

experience or sense of loyalty; or

c. includes anything that is immoral or a3l &pse ol 48MAT ye SV Al (6 sin T
offends public decency and is contrary s 3l cilalall 5 Cal e V) ae (i ey 5 dall)
to the cultural norms and customs within A
the State.

d. Service Providers providing Premium 48 ) Glead ey (pill Al odie Je &
Rated Services shall include in the iy Juail 44 o (oY) 8 ) sum yuy o) diliae
advertising a non-premium cost method |~ 11 Zalias dad ) 50 cileaall 38 Ll e
for Customers to contact the party a6 Jypusal Ciyhally JuaiD ol
legally responsible for providing the DAY &yl U3, Ailae el ) ek

Premium Rated Service in order to

resolve  disputes, terminate the

provision of the Premium Rated Service
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and/or request the removal of their

details from any relevant contact lists.

5.4.2.4 Advertising Material for a Subscription

Service must:

a. clearly indicate that the service is
subscription-based, in a form which
shall be prominent and plainly visible
and/or audible (where relevant) to

Customers;

b. make the T&Cs (including costs and
opt-out information) clearly visible

and/or audible; and

c. state that the service can be stopped at
any time by replying with the words
'STOP' or <&, with the instruction not

being case sensitive.

5.4.3 Additional Requirements for Advertising

based on External Publications

5.4.3.1 Any research results, survey, statistics,
award, certificate or other external
publication or quotations ("Publication”)
used in Advertisements shall be based
on proven facts resulting from direct and
unbiased scientific evidence emanating
from sources of good repute and shall
guote the source of the study. Service
Providers shall ensure that any research
results, statistics and/or quotations used
are not biased, misleading or inaccurate,
and related statements shall be direct
guotes from the Publication using the
exact wording, without addition,
interpretation or sensationalizing the
text. In any event Service Providers shall

comply with all the requirements set
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5.4.3.2

5.4.3.3

below in relation to relying on

publications, reports, media releases

and similar material.

When

Publication and/or when using the name

referring to or relying on a

of the CRA, Service Providers must:

a. Notify the CRA in advance of the

intention to use the Publication and/or
the name of the CRA, seeking expressly
the specific approval of the CRA in
writing the

prior to Advertising

campaign by providing:

. information sufficient to enable the CRA

to assess the legitimacy and accuracy

of the Publication;

. a context within which the Publication’s

findings or the name of the CRA will be

used;

. a full copy of the Publication with the

study methodology and results;

. the exact wording the Service Provider

will use. Such use shall always be
subject to specific permission granted
by the CRA; and

indicate clearly in the Advertisement,
statement or publication the context,
scope, extent, and date or period of the

Publication.

The above provisions shall apply also in
the case of media releases, marketing

campaigns as well as social media posts.
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5.4.4 Additional Requirements for Comparative

Advertising

5441

54.4.2

Service Providers shall compete fairly
and shall distinguish their Product and

service offerings by highlighting real

benefits, innovations, and genuine
distinguishing factors without
discrediting, denigrating or unfairly

criticizing competitors or their Products

or services in any manner.

Advertisements containing comparisons
with other Service Providers' Products or

services are permissible, provided that:

a. comparisons shall not create an unfair

advantage for the advertiser nor

mislead the Customer;

. such Advertisements shall not provide

judgments or opinions about other
Service Providers or their Products or
services unless those assertions are
objective, fair and based on proven

facts; and

. comparisons shall be fair, accurate and

address either comparable offers or
comparable Products or Services (like
for like).

5.4.5 Additional Requirements for Joint
Advertising
5.45.1 Where an Advertisement relates to

Products or services from several
parties, or to Products or services in
connection with any other Product or
service, whether as being bundled or not,

Service Providers shall ensure that:
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a. it is clear from the Advertisement who

will be legally responsible to the
Customer for providing the Products or

services; and

b. where more than one party will be
the

the Advertisement

responsible  for Products or

Services, shall
clearly identify who will be responsible
to the Customer for which Product or

Service.

5.4.6 Packaged or Bundled Products and/or

Services

5.4.6.1 Where two or more products or services,
are advertised to Customers as a joint
are bundled or

offer or packaged

together, Service Providers shall ensure:

a. that they inform Customers about each

Product or Service; and

b. that they provide a full description of
each Product or Service, along with the
price of each if purchased separately,
and inform the Customer that it is

possible to buy individual elements of

the bundle

Product or Service

separately.

5.4.6.2 Where one or more of the Products or

Services is to be supplied by a party

other than the advertiser, then the
Advertisement shall clearly state who
shall supply the other Product or Service
and who shall be legally responsible to
the Customer for each Product or

Service to be supplied.
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5.4.6.3

54.7

5471

54.7.2

5.4.7.3

Where the Advertisement claims that a
Customer can save money buying a
bundle of Products and/or Services, the
advertiser must be able to substantiate
such claim and inform the Customer of
the level of savings and any conditions
that may apply in order for the Customer
Such

explanation must be provided in the

to qualify for such savings.

Advertisement and prior to the Customer
entering into a Contract for the bundled
Products and/or Services, and the T&Cs

shall be communicated to the CRA.

Pricing and Savings Information

An Advertisement shall clearly state the
cost of the Product or Service to the

Customer.

No Advertisement shall claim that a
Product or Service is on special offer,
available free of charge, or available on
any other preferential terms and
conditions, unless such claim is true and

based on proven facts.

The Advertisement shall clearly state
where a Customer needs to satisfy any
conditions before qualifying for a
discount for any Products or Services.
Where full details cannot reasonably be
accommodated in the Advertisement,
whether because of the nature of the
Advertising Materials used, or because
of different options available, the
Advertisement shall at a minimum state
that the discount is subject to terms or
conditions, or words to a similar effect, in

a clear and legible format.
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5.4.8.1 Service Providers shall comply with the i 38 L ol b Ll JELY) deadl) w3ia e 5.4.8.1

following regarding expressions that may

be used in Advertisements, such as:

a. The expression "free", shall mean free
and without charge payable for the
service or product. Products or Services
shall not be described as being "free"
where there is any direct or indirect cost
to the Customer in obtaining the
Product or Service. In the case of
bundling, where a claim is made that if
one Product or Service is purchased,
another will be provided 'free of charge’,
the offer should clearly state what
component of the offer is free, such as
(without limitation) the registration fee,
connection

charge, monthly

subscription, or usage charges;

. The expression "unlimited” shall only be
used where the Product or Service is
provided without any limitation save for
inherent and asserted technical

limitations which shall be described

clearly to the Customer. It may also be
used if the Product or Service is subject
to a "Fair Usage Policy" ("FUP"),
provided that the FUP is fair and
reasonable and the Service Provider
complies with clause
7536698.70779855.4.9

exclusions and disclaimers";

"Availability,

. claims regarding network speeds must
be based on the actual experience of
users and therefore advertisers must be

able to demonstrate that the speeds
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claimed in their Advertisements can be
achieved by a large proportion of the
Service Provider's Customer base,

even during peak hours; and

. the expression "for life" shall be properly

qualified  when used in an
Advertisement so that it is clear whether
it means the natural life of the Customer
or the duration of a Contract (which may
be open ended), or the life of the
Product or the Service itself, and what

that means.

5.4.9 Auvailability, Exclusions and Disclaimers

5491

5.4.9.2

A Limitation of products or service shall
be clear, limited in scope and time, and
shall not prevent the Customers from
benefitting from the full characteristics of

the products or service;

Limitations of service imposed through
policies such as FUP shall be defined per
category of Service or Product (e.g.
prepaid services; postpaid services) for
monthly, weekly and daily packs and
shall not differ from one Product or
Service to the other within the same
category (one FUP for all). A FUP cannot
be used in differentiation between
packages. A FUP must set out clearly
and precisely all limitations and
thresholds that apply to the usage of the
Product or Service. Customers must
have easy access to service limits at all
times and for all available channels,
which include the website, mobile
applications, and SMS text messages to

service providers.
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5.4.9.3 The Customer shall be notified prior to

5494

5495

5.4.9.6

5.4.9.7

5.4.9.8

5.4.9.9

the implementation of the FUP.

The FUP must be reasonable and shall
not prevent the use of the Service. Any
throttling or other limitation shall enable

the Customer to use the Service.

Service Provider should provide strong
the CRA

Customer concerns are raised about

justifications  to in case
unreasonable FUP limits or limitations.
Limitation of service shall always be
easily accessible by the Customers on all
available channels, which include the
Mobile App, and SMS of

Service Providers;

website,

Service Providers shall clearly state in
Advertisements whether there is any
(whether

limitation geographical,

technical, volumetric, in terms of
Customer groups or otherwise, etc.) to

obtaining or using a Product or Service.

Where a Product or Service is only
available for a specific time period, the
Advertisement shall clearly state the
relevant period.

Where an Advertisement relates to
Products or Services for which there are
limited stocks or supply, the amount of
stock or supply shall be indicated in the
Advertisement and able to
accommodate a reasonable amount of

requests form Customers.

Should the Product or Service have any

exclusion or disclaimer that applies, the
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5.4.9.10

54911

5.49.12

5.4.9.13

Service Provider shall clearly state this in
the Advertisement.

Where the details of the exclusion or
be

the Advertisement, a

disclaimer cannot reasonably
included in
reference should be made to the offer
being subject to exclusions, or words of
similar effect, shall be included in the
Advertisement in a clear and legible

format.

An advertiser shall not use a disclaimer

or exclusion to negate, contradict,
materially qualify, or otherwise alter the
basics of any claim made or implied in

the Advertisement.

All

words, or symbols qualifying or excluding

disclaimers, footnotes, statement
Products or Services, stating T&Cs and /
or exclusions in an Advertisement must

be:

a. In an easily readable format and font

and in a color that contrasts with the
background, such that it allows the text

to be clearly legible.

. Clearly visible to a normally sighted

person reading the  marketing
communication once, from a
reasonable distance and at a

reasonable speed.

. Not be designed in a way such that the

text keeps fading in and out of vision.

If the claim is presented as "voice over"
("vO"), then the disclaimer should be
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displayed in sync with the VO, audibly

apparent, and understandable.

5.5 Direct Marketing

5.5.1 General Considerations

5511

55.1.2

5513

5514

5515

5516

Direct Marketing messages or
communications shall clearly identify its
sender and its purpose, and not contain
fraudulent or deceptive subject headers
nor content that is prohibited or
contravenes with the anti-cybercrime law

or any law of the State.

Direct Marketing messages or
communications shall not be sent without

the Customer Consent.

Customer Consent is given only for a
specific Direct Marketing purpose which
was clearly identified when the approval

was given.

Customer Consent for a given Direct
Marketing purpose shall be considered
void six (6) months after the last
purchase from the Customer of the

related Product or Service.

Direct Marketing messages or
communications shall be sent between
the 09:00/9:00am

21:00/9:00pm.

hours of and

A party who seeks a Customer’s

Consent must:

a. Maintain records to demonstrate

adherence to this Regulation;
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55.1.7

55.1.8

. Clearly

b. Clearly identify the actual advertiser

offering the product or service;

. Provide a number for the service so

that a return call can be made to the
advertiser even if it is a call center
conducting the marketing campaign.
identify the precise Direct
Marketing purpose or purposes for
which the Customer Consent is being
sought, the nature of the Personal Data
required, the nature of the processing
that will occur in relation to that
Personal Data and, where applicable,
provide information enabling the party
to be identified without doubt, including
notifying of the party’s role as an agent

for an organization; and

. ensure that the processes used to

obtain the Customer Consent are clear
and transparent and that records are
kept with the nature and extent of
consent obtained and the Personal
Data involved, including how and when
the Customer Consent was obtained.

Direct Marketing messages and

communications must bear a direct

relationship to both:

a. The purpose for which the Customer

Consent was given; and

. The party to whom the Customer

Consent was given.

The Service Provider is responsible to

differentiate between messages
considered as direct marketing and

messages in relation to government or
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private services or Transactional
Messages.
5.5.1.9 The restriction related to direct

marketing messages do not apply to

Transactional Messages.

5.5.1.10 Customer Consent is not transferable

from one party to another.

5.5.2 Withdrawal of Customer Consent

5.5.2.1 Service Providers must ensure the
Customer Consent has been granted as
per the requirement of this Regulation

and put into place the required controls.

5.5.2.2 Service Providers must enable
Customers to block at any time one,
several or all Direct Marketing for their
service numbers by replying with either
the word 'STOP' or the

instruction not being case sensitive. and

a8 with

or unified electronic / digital channel.

5.5.2.3 Blocking must be free of charge.

5.5.2.4  Customers should receive a confirmation
notification after sending a request to

block Direct Marketing.

5.5.2.5 Service Providers shall ensure that any
party to which they supply numbers or
codes used to provide Direct Marketing
(including subsidiaries and other parts of
its own business) is aware, and
contractually bound, to comply with this

Regulation.

5.5.3 Service Provider Anti-Spam/ Cybercrime/

Fraud Activities Obligations
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5531

5.5.8.2

5533

5.5.34

5.5.35

5.6

5.6.1

Service Providers shall take all technical
steps and business measures required
to ensure that their Services are not used
for the transmission of Spam, fraud

and/or for Cybercrime activity.

Service Providers must implement legal
procedure to address fraud activities
which are using their
Telecommunications services or their

distribution network.

Service Providers must have reasonable
policies and procedure designed to
detect, prevent and mitigate the risk of
identity theft or any other cybercrime

activity.

Service Providers shall provide a free of
charge, easy to use Service that enables

Customers to reject or block Spam.

Service Providers shall also ensure that
Customers are not charged for the
delivery of Spam sent by SMS or MMS
while roaming outside the State.

Fundraising

Service Providers intending to raise funds for
charitable organizations or non-profit entities,
provided that they have obtained the required
approvals from the competent authorities, shall
ensure that the Advertising Material states the

following:

a. The identity of the entity collecting the funds;
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5.7

57.1

5.7.2

b. where

C.

practical, the identity of the

beneficiaries;

the total cost of the call / SMS/ MMS to the
Customer, the amount collected by the Service
Provider, and the amount received by the

beneficiary; and

any conditions, restrictions or limitations that
are attached to the contribution from the

Customer being made to the beneficiary.

Competitions

Contests and competitions must receive the
prior approval of the relevant government

authorities.

Service Providers shall provide Customers with

all information that is likely to affect a

Customer's decision to participate in the

competition and shall include, where applicable:

Whether any money is to be paid to participate
in the competition or entry into the competition,
by stating the precise amount of money to be

paid.

details of who organizes the competition, how
the competition operates, how winners are
selected and an indication of how any

tiebreakers would be managed;

the T&Cs of the competition, including any
restriction on the number of entries or prizes to
be won, in total and per individual, in a format
easily accessible to the Customer before

entering the competition;

an accurate and clear description of prizes,
including the number of prizes to be won and

their retail price;
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5.8

5.8.1

6.1

. the closing date, indicating any specific time of

entry closure;

any eligibility restrictions; and

. the details of any approvals from relevant

governmental authorities that are required

and/or have been obtained.

Obligations related to Branding and

Domain Names

Without prejudice to any other applicable law or
regulation, Service Providers shall ensure that
any branding, logo, depiction or other visual
image or words used in an Advertisement are

not:

. contrary to public policy or principles of morality;

. deceptive;

. prohibited from use in the State by any law or

regulation or otherwise;

. used in bad faith;

. likely to cause confusion with other brands,
logos, trademarks for Customers; or
used in a manner that would take unfair

advantage of, or be detrimental to, the character
or repute of an existing trademark, brand, logo

or visual image.

Contracts with Customers

Customers’ Right to be Connected
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6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

6.2

6.2.1

6.2.2

Customers shall have the right to subscribe to
the fixed and mobile Telecommunications
Services of the Service Provider of their choice
(the “Right to be Connected”).

The Right to be Connected shall include as a
minimum voice, message, and broadband
services enabling an efficient access to the
the

government and the education platforms, and

digital services accessible through

any digital service declared of public interest.

Customers shall be able to exercise the Right to
be Connected irrespective of their financial
scoring and/or blacklisting. In case their
financial scoring is too low and/or of blacklisting,
the Customer shall be able to access prepaid

Services.

Customers shall be able to exercise the Right to
be Connected irrespective of their location in the
State.

Customers shall be able to exercise the Right to

be Connected without restriction and/or
discrimination from either a building owner or a

Service Provider.

Terms and Conditions

Terms and Conditions (T&Cs) for Services
subscribed, or Products purchased by a
Customer shall be clear, legible and list all the
rights and obligations of the Customer in Arabic
and English languages, and in two additional
languages widely spoken in the State. The

minimum size must be font 10.

Service Providers shall always make clear to
Customers that (i) any material changes to
T&Cs are permitted only if approved by the CRA

and where Customers are notified of such a
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6.1.4

6.1.5

6.2

6.2.1

6.2.2
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6.2.3

6.2.4

6.2.5

6.2.6

material change in advance; and (i) any

material changes to T&Cs shall entitle
Customers to terminate their Contract without
penalty. Service providers must provide this
information before the Customer enters into a

Contract.

The Customer shall receive a copy of the
Contract signed with the Service Provider in
electronic format, or in paper format if the
Customer expressly requests the same.
Likewise, a Service Provider shall provide a
copy of the Contract and applicable T&Cs upon
request of the Customer throughout the life of
the Contract. If requested, such copies shall be

attested.

Contracts shall comply at all times with the
requirements of the Applicable Regulatory

Framework.

Service Providers shall provide Qatar Credit

Bureau with the Customers’ information
required to establish a shared financial scoring

for Customers

The Service Provider shall set in writing and

publish on their website:

6.2.6.1 The criteria to evaluate the financial

scoring for Customers;

6.2.6.2 The implications of low financial
scoring, and/or blacklisting;

6.2.6.3  The criteria for restricting Customers’
access to Services.

6.2.6.4 The mechanism and tools to improve

their financial scoring or to be de-listed

from any “blacklist”.
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6.2.7

6.2.8

6.2.9

6.3

6.3.1

Customers shall be able to access their
financial scoring and shall be notified before
implementation that they have been
“blacklisted” or have a restricted access to

Services.

The quality of Service Providers’ Services shall
comply at all times with the provisions of the
Quality of Service Regulations issued by the

Telecommunications Regulatory Authority.

Service Providers shall take all necessary

measures to ensure that:

6.29.1 A Customer utilizing a

Telecommunications Services can call
any active telephone number (or short
code or free phone), whether assigned
or hosted by a Service Provider or not;
and

6.2.9.2 Any active telephone number (or short-

code or free phone) whether assigned
or hosted by a Service Provider or not
can be called by any end-user, whether

that end-user is their Customer or not.

Statements regarding Customer

Obligations

Advertisements shall state any obligations that
the Customer may have in buying the
advertised Products or Services. This may
include any Minimum Service Period along with
special terms, and any repercussions that arise
from Customers breaching these provisions,

such as early termination charges.
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6.3.2

Where it is not reasonably possible to include

the information required above in the relevant

Advertisement, the advertiser shall:

6.3.2.1

6.3.2.2

6.3.2.3

Include a statement that the Products or

Services are subject to Minimum

Service Periods, or such other

appropriate words, so as to alert

Customers of the obligation; and

ensure that all the relevant details are
supplied to the Customer before they
enter the Contract.

The Service Provider must provide
such proof when required.

6.4 Assigning Numbers to Customers

6.4.1

6.4.2

The Service Provider's T&Cs must:

6.4.1.1 Explicitly state that the Customer (and

6.4.1.2

6.4.1.3

the number will

the Service Provider) does not own the

number associated to his/her Contract;

Explain to the Customer how and when

be returned to the

Service Provider and the Original Range
Holder,

Provider

considering that the Service

shall inform the Customer

seven (7) working days prior to the

number is returned; and

Address explicitly the case of ported

numbers.

After disconnection, a Customer (last registered

user) may reclaim a number associated to

his/her Contract within a maximum of one

hundred and eighty (180) calendar days, free of

charge, as per the following:
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6.4.3

6.4.4

6.4.2.1

Within the temporary quarantine period
of thirty (30) calendar days: the
Customer shall reclaim the number to the
with  which the

Service Provider

Customer had a Contract.

6.4.2.2 After the quarantine period: the

Customer shall reclaim the number to
the Original Range Holder as per
Service Providers’ T&Cs, within a
maximum of one hundred and fifty (150)

calendar days.

6.4.2.3 Any request to reclaim a number must

be in writing and signed by the

Customer.

6.4.2.4 After the quarantine period, the number

is automatically repatriated to the
Original Range Holder and the Service
Provider returning or transferring the
number must not reactivate the number
on its network without the consent in

writing of the Original Range Holder.

Specific T&Cs applicable to number portability

must be associated to the porting form and

define the Service Provider's

rules and

processes for obtaining or retaining a ported

number.

Any request for a Customer to transfer the use

of a number to another Customer shall be in

writing, signed by both Customers, and specify

that:

6.4.4.1

6.4.4.2

Numbers are owned by the State and
that Customers benefit from a right of

use only;

the transfer is subject to the Service
Provider T&Cs, and
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6.4.4.3 The transfer is subject to the prior
payment of any outstanding amount in

respect to that number.

6.4.5 The Service Provider must keep a detailed

record of such requests, with supporting
evidence, and provide a copy to the CRA upon

request.

6.4.6 Service Providers shall not activate a number
prior to the CRA allocating the number to the

Service Provider in writing.

6.4.7 When transferring a Number that was returned

to the Original Range Holder, a Service
Provider must not activate that Number until
receiving the Original Range Holder prior

written consent.

6.5 Notifications

6.5.1 Where a Customer is subscribed to a Service,
and/or a plan or package with a set included
value (such as an allowance for calls, SMS, or

data), the Service Provider shall:

6.5.1.1 Monitor and adhere to the Customer’s

agreed credit limit and its utilization; and

6.5.1.2 Notify the Customer immediately upon
the Customer reaching 50%, 80% and
100%

allowance permitted and the credit limit

of the monthly expenditure,

under that plan, package or top-up.

6.5.1.3 The notice must be:

a. in electronic form, including but not
limited to SMS;
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6.5.2

6.5.3

6.5.4

6.5.5

6.5.4.1

6.5.4.2

b. issued in an appropriate medium that is

capable of being evidenced; and

c. should clearly inform the Customer that
the limit of the relevant allowance has
been reached and the implications for
continued use of the Service, including
the charges that would apply for future
usage, and/or

any disruption,

suspension, cancelation or withdrawal.

The Service Provider must not charge the
Customer for service consumptions above the

credit limit.

Service provider must notify the Customer with
the applicable charges via SMS once
connected to any roaming network.

If the Customer has subscribed to a roaming
package or service, the Service Provider must
notify the
connection:

Customer immediately upon

With the applicable charges that will
apply within the package or when the

package has been consumed.

With

enabling the Customer to access

the conditions and tools
the service within the package.
Should the Customer not able to
access the Service within the
package, the Customer shall be
automatically reimbursed of the
price of the package.
Service Providers are required to protect

Customers from excess billing issues.

6.6 After Sales Support
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6.5.2

6.5.3

6.5.4

6.5.5

e sl dad 6.6
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6.6.1

6.6.2

6.7

6.7.1

6.7.2

Where a Service Provider is selling a Product or
Service for which it does not supply after-sales
support and service, or where such after-sales
support and service is provided by a third party,
then the Service Provider shall make this clear
in the Advertisement and provide details of the
party that will supply after-sales support and

service.

Where a Service Provider is billing a Product or
Service, the Service Provider must take full
responsibility for the Product or Service, even

when the Product or Service is from a third

party.
Billing

The

requirements for the structure of bills issued by

CRA may prescribe the formal
the Service Providers.

Bills must include the following information:

6.7.2.1 International and local calls- the rate of the

6.7.2.2

charge per unit, a precise description of
the billing unit - such as per second or per
minute billing, the number of seconds and
the number of units for each call; the total
number of minutes and seconds
consumed and the total number of units

billed for the billing period;

Calls to Premium Rated numbers- the rate

of the charge per unit, a precise
description of the billing unit - such as per
second, per minute and/or per access
billing, the number of seconds and the
number of units for each call; the total
and seconds

number of minutes
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6.7.2.2
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consumed and the total number of units
billed for the billing period;
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6.7.2.3 Data usage- the charge per Megabyte, Jaxas «uls lasa IS4 gl - clilall aladin) - 6.7.2.3
the rate of the charge per unit, a precise -3 il 3aa gl (383 Coa gy ban g JSIAd il
description of the billing unit - such as per S s s JS Jlail JU QU Jase e
connection, per session, and/or per s 5 A8kl L pas pan JSI il
volume billing, the volume of data gl eyl paadl fhuds JSI sl
consumed and the number of units for
5 8l 5y sdall Clas gl dae  Maa) 5 ASlgiiall
each session; the total volume of data i "
5y gilal)
consumed and the total number of units ol
billed for the billing period,;
6.7.2.4 Where applicable, for each component of deaall Gl Sa e oSa S elaidy) e 6.7.2.4
the service, a distinction of the tda ) = A s Jals AN G adll
consumption within or out of a bundle;
6.7.2.5 Details of recurring charges including <\SIisY) elly &8 Lo s )Siall o g )l Jualsi 6.7.2.5
subscriptions, allowances included in b @l V) daja 8 diaaal @Yol
the subscribed pack, line rental and Aajall Jeal) jaudl 5 Ladl)
total package price;
6.7.2.6 Details of each service or transaction, i.e. 4 swall Jilus )l Jie ddlales 5l des IS Jualii  6.7.2.6
voice data SMS, MMS, Premium Rate sasiall Jailu gl Jilu )55 yuadll duaill Jilu )
Service, etc. Al ) s adial el desd
6.7.2.7 The following information must also be AU e glad) Gpeai Wl iy 6.7.2.7

included:

a. the date of the transaction; sdlebaal) oy )5 |

b. the number called, the start and end time 4Ll 3aall cleileiil  Alalaal) ey g e glladll Q8 )01 o
of the transaction, the complete duration ¢alalanll

of the transaction;

c. details of any additional charge that may Aldadl) e gulaii 8 2dlia) o gui ggi Jualsi &

apply to the transaction.

6.7.3 Bill itemization and structure cannot be Hgl) 28) 9o 525 S Joadi g S8 s (S Y 6.7.3

changed without CRA approval.
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6.7.4

6.7.5

6.7.6

6.7.6.2

6.7.6.3

6.7.6.6

6.7.6.7

Switching of billing mediums for Customers

requires Customer Consent.

The description and calculation of the billing
information must be sufficiently clear in
presentation and specific enough in content so
that Customers can accurately assess that the
Products and Services for which they are billed
correspond to those that they have requested
and received, and that the costs assessed for
those Services conform to their understanding

of the price charged.

Service Providers shall provide Customers with
bills, in the case of post-paid Services, or

statements, in the case of pre-paid Services:

6.7.6.1 on a monthly basis and at no charge;

in electronic form, or, upon request from

the Customer, in paper form;

that are in a plain, simple and easy-to-

understand format;

6.7.6.4 in Arabic and in English, and in a
language understood by the Customer;
6.7.6.5 that acknowledge payments made on the

previous bill or consumption on the

previous statement;

that state when non-payment may result

in disconnection, provided that the
Service Provider shall not charge the
Customer for the disconnected period;

and

Third party charges shall be labelled as
such and itemized separately and sub-

totaled. Third party charges shall be
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6.7.4

6.7.5

6.7.6

6.7.6.1

6.7.6.2

6.7.6.3

6.7.6.4

6.7.6.5

6.7.6.6

6.7.6.7
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6.7.7

6.7.8

6.7.9

6.7.10

6.7.11

6.7.12

6.7.13

displayed along with the bill total on the

front page,

A Service Provider shall not charge a Customer
for a Service for which he has not provided
Consent.

Customers shall be entitled to file a complaint
with a Service Provider about a bill within 12
months following the receipt of the bill by the
Customer.

Bills must contain clear disclosure of any
information that the Customer may need to
make inquiries about, or contest, charges on
the bill. Service Providers must prominently
display on each bill the customer complaints
number which shall be a toll-free number to

address all types of complaints and inquiries.

Bills must contain the CRA’s contact details
stated clearly in relation to escalation of

unresolved complaints.

A Customer shall not be liable to pay any fee for
Products or Services that the Customer has not
ordered or which the Customer has terminated
pursuant to the Contract, T&Cs and/or subject

to any applicable minimum service period.

If a Service Provider is not able to provide the
Customer Consent as proof of the Service

request, the Customer is discharged

automatically from any legal or billing

responsibility regarding that Service.

The Service Provider shall ensure that a bill or

statement is a true, accurate and

comprehensive reflection of the Products and

Services provided to the Customer, including
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6.7.9

6.7.10

6.7.11

6.7.12

6.7.13

61 of 112



Communications | p—aiia i1 a
Regulatory Authority | ML VI
State of Qatar | |_In 6 G_Jga

but not limited to payments received on behalf

of a third party or otherwise.

6.7.14 Service Providers are not authorized to request (s i sl ada ¢Dlead) ddlas dadll edid 350 Y 6.7.14
the Customers to pay any amount without . giaill ¢dleall mewd iy dliade il @ A
detailed justification and verification for the ) giae
charges on the bills / invoices.

6.7.15 The Service Provider shall retain accurate ) sl apeal 28y 335 <) Oy deddl) adie Liiiny 6.7.15
electronic records of all billing for a minimum  &lls slac) & 15 (e 1568 (12) e ) e J8 Y 5l
period of twelve (12) months from the relevant il vie Tl dalie Lol 4de anginy il ol

billing date and shall make them available to the iles o i sl eShanl) EBlany aliiaY!

CRA upon request. Records of Customers who (12) e L8 oo 5 5ad Ll Jigal s gl

have pending Complaints, court cases or fraud . ; .
(o ) A pus oyl ol il S laca) 5 000 1 e

A&adl)

cases shall be retained for the longer of twelve
(12) months from the relevant billing date or

until the matter is otherwise resolved in Court.

6.7.16 For online and e-bill services, the Service axa Jo ay Ao fiIYI ol bl Gk (o pads 6.7.16
Provider shall alert the Customer when the bill  xd,dl e 5,8l g die Jueadl 4pn daadll
is available online. These alerts (especially if ., Ses) el s Jl)) can S
being sent by SMS) shall be sent during 5 ppal Apatl o ) e L) A3 1) a seadl
appropriate (sociable) hours, and Customers (L;LA:\;\ Al b Adia clele D92 (SMS
¢ - - g 0 —
& bl el sda Jia A G en Y cpdll eSaall
Al e Uite clenilll 568 o g @SV i)

who do not want to receive such alerts shall
have the option to opt-out. Alerts must be

separate to Direct Marketing messages.
b G sed il
6.7.17 The Service Provider offering a direct debit Cus 3 il 2y O3t (a a3 4eadll arie e 6.7.17
facility where Customers authorize monthly bills  layaus 2y 4y jei ol 8 laal o 280 gally ¢ Saall o 53y
to be paid directly from their bank account shall  yic 455l acay o o adl aglia (e il IS
ensure that the Customers can on request o laall @l Jaalit o gl pran (g (3in) L

verify all char nd dir i horization .
erify all charges and direct debit authorizatio iy gl b CALY) ek o] 5 il

details and cancel the Service at any time.

6.7.18 For Pre-Paid Services, Service Providers shall = <laaa e3leal (500t (pill Gleadl) adia e a gl 6.7.18

ensure that Customers: sl Al YL

6.7.18.1 can at any time request electronically an = Juadi calla < g L;i b e Dhaall (S (e xtl 6.7.18.1
update on their credit free of charge; and 5 ¢dlEe (50 madua e Sy )
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migrate to a different postpaid pack, to transfer Al J8 5l e uSall i a1 g8l ) Gasall géall e
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. s ol Bl elli san JalSy dpanll e o 1) 3 56
The Customer shall not pay for the full bill cycle £ € 5
: : _ AL JalS alasialy
if the Customer did not stay for the whole bill
cycle duration or did not use the pack in full.

6.7.21 Billing of the Services and Products provided by (3 deaiall cY¥lai¥) clatia g YUY Gl il 8 6.7.21
a third party Al Gyl Jd

6.7.22 The name of the third party associated with JS& ale JS5 dasiyall AV Gkl anl dasd Gy 6.7.22
each charge must be clearly identified on the 5ol 8 maal
bill.

6.7.23 A Service Provider offering a third-party < h Gy e &by Al = e A Aodl) s e 6.7.23
payment mechanism must collect the Customer  ilee < e Jiaall (0 Gy joa 48 50 e J ganll HAT
Consent for each purchase and provide a proof . J,..li , 45l G A ) s3] iy o)yl
of the Customer Consent to the CRA and to the .. g sl sal) o ginay daph OsS5 o eay Ll
Customer upon request. The nature and Ay 8 gl sl Jandl Do) cingy cilsia
content of the purchase shall be clear and _ . . X

_ _ Lalal) adal) Clleny Aaleiall (5 S dallas &3 Aeadl)
detailed, and the Customer shall be informed on i
) ) Aaadll anie ddanl gy AT Gyl
the means to cancel the service. Complaints
arising from third-party payment shall be
resolved by the Service Provider.
6.7.24 Service Providers must provide to Customers at  4dlal 4dl< Lﬁi O eDheall BB Aedll eda e 6.7.24

Products and Services provided, and the
method of calculation or Tariffs on which

the credit is consumed.

no additional cost the option/facility to block

their service numbers and accounts from one or
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6.7.25

all third-party billing, which includes but is not
limited to Premium Rated Services, value
added

channels, or carrier billing.

services, Google Play, television

The Service Provider shall confirm to the
Customer the blocking of the number(s) for third

party payment.

6.8Service Providers’ General Obligations in

Relation to Third Parties or Agents

6.8.1

6.8.2

6.8.3

6.8.4

6.8.5

6.8.5.1

Service Providers are directly liable, without
limitation, to Customers for any breach of the
Applicable Regulatory Framework by third-

parties Service Providers.

Service Providers shall ensure compliance with
the Applicable Regulatory Framework and other
applicable laws and regulations in respect of
Services and Products and with assisting the

CRA in ensuring compliance of third parties.

Service Providers shall ensure that third parties
are aware of and are contractually bound to
comply with the

Applicable Regulatory

Framework.

Service  Providers shall ensure that
enforcement actions can be taken against third
parties and that decisions of the CRA against a

third party can be enforced.

Service Providers’ contracts with third parties
must state that a breach of the Applicable

Regulatory Framework by the third party:

is also a breach of their contract;
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6.8

6.8.1

6.8.2

6.8.3

6.8.4

6.8.5

L ansind D3 4y 6.8.5.1

64 of 112



6.8.5.2 will

appropriate contractual penalties and

make the third party liable for

damages; and

6.8.5.3 are sufficient grounds for the Service
Provider to terminate the contract with

the third party.

6.8.6 Service Providers must ensure that any

message or communication sent to a Customer:

6.8.6.1 clearly and accurately identifies the party
who authorized the sending of the
message or communication or on whose

behalf it was sent;

6.8.6.2 includes accurate information about how
the recipient can readily contact that
party;

6.8.6.3 provides a simple means to stop
receiving such message or
communication free of charge, such as
sending back the message “STOP” to
the sender; and

6.8.6.4 is sent in the preferred language of the

recipient.

7 Termination of a Service or a Contract

7.1 Rightto Terminate

7.1.1  Service Providers must ensure that Customers
can terminate a Service or a Contract at any
time.

7.1.2 Termination shall be free of charge, except

when a Minimum Contract Period has been
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agreed with the Customer as a counterpart of
identified benefits.

7.2 Withdrawal of Customer Consent

7.2.1

7.2.2

7.2.3

7.2.4

7.2.5

7.2.6

7.2.7

The Customer must be able to withdraw his/her

Consent at any time.

Withdrawal of Customer Consent shall be
possible through easy to use tools, for one
or several of their service numbers by
replying with either the word 'STOP' or &,
with  the

sensitive.

instruction not being case

Service Provider must implement tools
enabling the blocking of a third-party
service after verification of the Customer in
case the Customer faces difficulties while

blocking such third-party Service.

Blocking must be free of charge and, for a
Subscription Service, stop immediately and not

generate any further charge for the Customer.

Customers must receive a confirmation
notification after sending a request to block,
refuse, opt-out of Premium Rated Services or

any third-party service.

Service Providers should not charge Customers
for Premium Rated Services or third-party
services once the Customers has requested

such service to be blocked.

Service Providers shall ensure that any party to
which they supply numbers or codes used to
provide Services (including subsidiaries and

other parts of its own business) is aware, and
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7.2

7.2.1

7.2.2

7.2.3

7.2.4

7.2.5

7.2.6

7.2.7
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7.3

7.3.1

7.3.2

7.3.3

7.4

7.4.1

7.4.2

contractually bound, to comply with the
Applicable Regulatory Framework.
Transfers or  Migration  between

Products and Services

A Service Provider shall not transfer or attempt
to transfer Customers to other Products or
Services (and shall not charge Customers for
Products or Services) other than in accordance
with a direct Customer Consent or request, as
per agreed and approved T&Cs or other
express Customer directions.

Where Customers migrate between packages,
they must be given a written confirmation of the
changes incurred, including a breakdown of

charges and modifications of service.

Where the migration occurs between billing
cycles, the charges for the packages must be
proportioned according to the period of usage
for each package and the customer cannot be

charged the total package fee.

Disconnection or Disruption of Services

Service Providers shall not suspend, cancel,
withdraw, disrupt or disconnect a Service to a
Customer, and/or the provision of a category of
Service to a group of Customers without the

prior written approval of the CRA.

The request for the CRA approval shall be sent
by the Service Provider to the CRA at least sixty
(60) days prior to the proposed date of such
disruption. The Service Provider shall comply
with any T&Cs defined by the CRA in

connection with its approval.
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7.3

7.3.1

7.3.2

7.3.3

7.4

7.4.1

7.4.2
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7.4.3

7.4.4

7.4.5

7.4.6

7.4.6.1 be

7.4.6.3

In the event of a disruption of a Mandatory
Service due to an event of force majeure, the
Service Provider shall immediately inform the
CRA the affected

Customers

in writing and inform

through practical and feasible
medium as soon as possible, and work to
ensure the Mandatory Service is restored as

soon as is practically possible.

Service Providers shall not disconnect or

change the Products or Services being
provided to a Customer that are the subject of a

dispute or complaint.

For any unauthorized, unplanned or force

majeure disconnection or disruption of
Services, the Customer shall not be liable to pay
the shall be

compensated for the damages resulting from

for affected period and

the dysfunction.

Where a Customer has not paid the Service
Provider all or part of a bill, measures taken by
the Service Provider to effect payment or
disconnection shall:

and not

proportionate unduly

discriminatory;

7.4.6.2 give at least five (5) working days' notice

(capable of being evidenced) to the

Customer prior to any consequent

interruption or disconnection of the

Products or Services;

confine any interruption to the Products
or Services (or part thereof) concerned;

and
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7.4.3

7.4.4

7.4.5

7.4.6

7.4.6.1

7.4.6.2

7.4.6.3
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8  Specific Requirements Aaldll cllliall 8

8.1 Protection against Customer Lock-in e aally BlEGaY) ¢ gl i Alaal) 8.1

8.1.1 Contracts shall not act as a disincentive for axs juas 8 ¢Sleall Flawll o0 2gall Jsa3 Vi 8.1.1
Customers wanting to change Service Provider. A adae ) Jla 8 daadl)

8.1.2 Contracts, Services and options shall not be xic <l jLally VLAY Glad g agiall paad 4 Y 8.1.2
renewed at the end of a period for a further il asie Jsas (50 4l saal 4k ) saall el
period without the Service Provider first Sy Jyenll (p Gay o A g e 3l
obtaining the Customer’s Consent.

8.1.3 A Service Provider shall provide the Customer J& ¥ ¢Gase SUS ladly Jreal) 3y 3 4eaal) p38a e 8.1.3
with prior written notice, not less than one billing il e (o Al jladl 5 538 ol 5 daslss 585550 o
cycle, or such other notice period as specified . 1y ) 0 2ial) b il st Al 5 gl U (e daaal)
by the CRA, of any Contract changes that are ) o
likely to:

8.1.3.1 reduce the benefit of the Contract to the sl tdseall Nall 21 8 s 8.1.3.1
Customer;

8.1.3.2 increase the obligations of the Customer o el Ca pan Jaand) el 0 80L 3 8.1.3.2
under the Contract; or

8.1.3.3 change the scope of the Contract from — slxill of 4api Gaw (3 S8l Glai & e 8.1.3.3
that previously represented or contracted e
for.

8.1.4 The notice required above shall inform the & 48sy Jieall g3 4gua 6 slhaall jlady) e ety 8.1.4
Customer of the right to withdraw from the e ,uall K Jla 8 4l e e 2l (e laay)
Contract without a penalty if the proposed Jaall J ssia
change is not acceptable to the Customer.

8.2  Access to Emergency Services s skl clall€e claddd Joagll 8.2
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8.2.1

8.2.2

8.2.3

8.24

8.3

8.3.1

Service Providers shall ensure that Customers
can access emergency call services at no cost
and shall comply with all orders and instructions
issued by the CRA regarding the development
of network or Service functionality to meet
security and general emergency requirements
of the State.

Service Providers must ensure at all times the

fullest  possible availability of  public
Telecommunications Services, including in the
event of a disaster or catastrophic network
failure, and uninterrupted access to emergency
organizations. Service Providers of voice call
services shall ensure that calls can be made to
emergency organizations free of charge and
that the caller location information (“CLI") is
provided to the emergency organizations.
Service Providers of VolP outbound call
services must ensure that users of those
services are aware of any potential limitations
on making calls to emergency organizations
and that accurate and up to date CLI shall be

provided to the emergency organizations.

The CRA may, in its discretion, require Service
Providers to provide accurate and real-time CLI

for calls to emergency call services.

The disclosure of the CLI in accordance with the
CRA requirement shall be considered a lawful

disclosure of personal information.

Directory Services

Service Providers shall provide to the public free
of charge an electronic Directory Service

containing Directory Information of the
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8.2.1

8.2.2

8.2.3

8.2.4

8.3

8.3.1
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ek b o Aal) Jueal) 4881 g g ik ciardll

telephone number by a Service Provider, caila Jala
subject to the Customers prior approval to be
registered in the Directory Service.

8.3.2 A Customer has the right to: ol Qeenll 3y 8.3.2
8.3.2.1 select their Customer information <les A3 jalkll4adaldll clegleadl jisy  8.3.2.1
appearing in Directory Services, as per sy pall » jlial cibllid G, ccwls (i
their ~express opt-in requirements ,, -3, @l b sl Sl )y e llig S
(consent), in writing, at the time of el

entering into a Contract or anytime
thereafter;
8.3.2.2 have some or all their Directory Juall Cilaglan JS 5 oams a3 sy 8.3.2.2
Information withdrawn from the Directory e cdy o L85 Ulas Jaall (e 4 Aalll)
free of charge and at any time by 109ging s, 1l) ¢ Saall 12 A ey b 1y sk
an official request to the customer 5t inall Laall si]
service of their Service Provider.

8.4  Customers with Disabilities Lley) 593 e sSal) 8.4
8.4.1 A Service Provider shall make available, upon e «o¥lai¥l cilead 5f cVlaly) Cladice jasnady  8.4.1
request by a Customer or when they are aware Sy «Jaall calls e 2l cllas g o)f deadll anie
that the Customer has a disability, free of ‘cilile) i dile) agel ) e Saall Cilia

charge and in a format that is suitable to that

Customer’s disability or disabilities, the

following:
8.4.1.1 the Contract; el 8.4.1.1
8.4.1.2 any related bill; Gl clds,giidl 8.4.1.2
8.4.1.3 any related notice; and sl g Jledl ¢l 8.4.1.3
8.4.1.4 any other communication between the  Jiazll;aaasll eAiAQ:\:\Lg.éLg‘)';i Ol il 8.4.1.4

Service Provider and the Customer.
8.4.2 A Service Provider shall include a dedicated link ~ <laslaall 5 58 Jga Gl glan (panal daodll adia e 8.4.2

with information about the availability of
information in the formats required at an easily

accessible part of their websites. Service

b eMeall Ll wski ade LS ) Jpeasl Jeou
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8.4.3

8.4.4

8.5

85.1

8.5.2

8.5.3

Provider must provide the service in situations

where it has knowledge of a client's disability.

A Service Provider shall ensure that a Customer
with disabilities is able to nominate (or rescind
the nomination of), free of charge, an individual
who may engage with the Service Provider in
respect of the Customer’s account, including but
not limited to, receiving that Customer’s bills,
paying the bills on their behalf, setting a credit
limit and making inquiries about the Customer’s

account on behalf of the Customer.

The nominated individual referred to above shall
not be contractually liable to the Service
Provider in his personal capacity, and the
be

under

Customer  will the party bearing all
the

otherwise stated under the applicable laws.

obligations Contract, unless

Data Privacy Protection

Service Providers shall provide at all time the
highest standard of protection of Customer
Information, and shall not collect, use, disclose,
retain or advertise any Customer Information
unless the Customer’s prior explicit consent is
obtained in writing or as permitted by law or the
CRA.

Service Providers shall ensure that all
Customer Information is accurate, complete
and appropriate for the legitimate uses for

which it was collected.

Customers shall have the right to require that
any of their Customer Information be corrected

or removed by the Service Provider.
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8.4.3

8.4.4

8.5

8.5.1

8.5.2

8.5.3
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8.5.4

8.5.5

Nothing shall prohibit the lawful access by

competent authorities, including the CRA, of

any Customer

Information or Customer

communications.

Service Providers shall:

8.5.5.1

8.5.5.2

8.5.5.3

8.5.5.4

8.5.5.5

take all reasonable steps to ensure the
confidentiality of Customer
communications, and shall not intercept,
monitor or alter the content of Customer
communications, except with the explicit
consent of the Customer or as permitted

or required by the laws of the State.

identify the specific purposes for which
Customer Information is collected at or

before collection;

be

Information

responsible for any Customer

and Customer
communications records which are
under the Service Provider's control or in
its custody or those of its agents or data

processors;

ensure that Customer Information and
Customer communications records are
protected by security and technical
safeguards that are appropriate to their

sensitivity;

retain and use all Customer Information
only for purposes specifically set out in
the Contract, or in accordance with rules
or orders made by the CRA or in
accordance with the laws of the State;

and
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8.5.5.1

8.55.2

8553

8554

8.5.5.5
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8.5.5.6 ensure that all provisions and L,dlly MYl amal  JEWY) e 8556
requirements stated in the Data iiapai s 5l 8 lode (asaidl

Protection Law and any subsequent M g e i (s 5 Lual 8l L

secondary legislation are complied with.

8.5.6 Service Providers shall always use their best &Y aadsea obad )l aiulh Aedll i Jy  8.5.6
efforts to implement processes and procedures i Juadl an cilati il el alls e
that are aligned with internationally recognized = Llisl Caxg, (Ll Aland G 50 Loy i sinall il jladl)

best practice approaches to data protection, Jyandl Lo shae diallaey (3l Lo laall Jlef e
with a view to maintaining the highest standards

regarding the processing of Customer
Information.

8.6 Access to Customer Premises Jeandl B ) Jsash) 8.6

8.6.1 The Service Providers shall have the right to s cuS il ¢Daall Foe Al Jsasll Laxdll 8d 35y 8.6.1
access customers premises for the installation or Al g deadl) &
roll-out of service and network

8.6.2 A Service Provider may only enter a Customer's  dwalall ¢l i bl ) Jsaall dasdll adid jsa 8.6.2
premises or property subject to the following AU Lo g il 168 g Jadd Jaaally

conditions:

8.6.2.1 the prior express consent of the Jieall (e 48 dsy pn 48850 e Jpasll 8.6.2.1
Customer is obtained and capable of ¢allall die ClEM AME 3 ) gemn

being evidenced on request;

8.6.2.2 access is strictly necessary for the s (al 2Y Tpaes bjybe Jsasl o 8.6.2.2
provision of the Customer's =yl clead o / 5 claiy) cladis
Telecommunications Products and/or 5 ¢Uaeall

Telecommunications Services; and

8.6.2.3 the Service Providers' personnel are (s ges (pidsa (pih gal Aedll oedie CalSS 8.6.2.3
qualified for the tasks requested and can . Jueall giss 46184 5 4 glaal) algall 2,00

be identified by the Customer ) ie T 58 agils

immediately upon request.

8.6.3 Service Providers shall ensure that: o Lae U Claral) i e casy 8.6.3
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8.6.3.1 the Customer’s premises or property is
left in the same condition as it was
immediately prior to the Service
Provider's access; and

8.6.3.2 no inconvenience is caused to the
Customer, including keeping to agreed

appointment times.

8.6.3.3 Service Providers are liable for any

damage incurred while accessing to the

property.

8.7 Fixed & Mobile Number Portability

8.7.1 T&Cs of number portability shall be provided on
the port request form and displayed on Service

Provider’'s website.

8.7.2 A Customer has the right to choose a Service
Provider of choice and has the right to port

between Service Providers.

8.7.3 Service Providers must clearly and precisely
add a porting icon/space on their website
containing all information relevant to porting,

which is not limited to but includes the following:

8.7.3.1 A detailed porting process for both
business and residential indicating

porting time fames; and

8.7.3.2 a detailed biling process and an

indication of associated charges.

8.7.4 No Customer shall be required to pay a bill

without a proper itemized bill.
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8.7.5 Where an itemized bill has not been provided
the customer is not obliged to pay and this shall
not be a reason to reject the port.

8.7.6 A Customer whose port request has been
delayed is entitled to lodge a complaint with the
CRA and claim compensation from the Service

Provider.

8.7.7 Port reject reasons shall be approved by the

CRA.

8.7.8 All Numbers shall be portable, irrespective of

their nature.

8.7.9 The CRA may conduct periodic reviews of the
porting process and prescribe additional
requirements as it deems necessary including
the

agreements for this process.

requirement for specific service level

8.7.10 inter-operator charges levied by Service

Providers must be approved by the CRA.

8.7.11 The CRA must also approve the port request

forms.

9 Blacklisting of Customers

9.1 Service Providers shall implement a procedure for
blacklisting and communicate to the Customers the
rules which explains the conditions under which
Customers may be blacklisted

9.2 These rules must also contain procedure for de-

listing a Customer who has been blacklisted.

9.3 Blacklisting must be applied only to postpaid
Telecommunication Services.
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“blacklist”

procedures must be approved by the CRA before

9.4 The Service Provider's rules and

they are effective.

9.5 Service Providers shall maintain a register of all
blacklisted Customers with information consisting of
the Customer details, date, amount and reason for

the blacklisting.

9.6 Service Providers shall also submit the Blacklisting
Register to the CRA and to the Qatar Credit Bureau

on a monthly basis.

9.7 The format of the reporting may be prescribed by the

CRA, where the CRA deems this necessary.

9.8 Where the Service Provider has not instituted legal
proceedings to recover the debt and the debt has
prescribed under the Law, then the Customer shall

automatically be removed from the Blacklist.

9.9 The reference to a Customer in a “blacklist” must be
deleted automatically after twelve (12) months and

any associated restriction automatically lifted.

10 Complaints and Disputes

10.1 Service

Maintain Internal Complaints Procedures

Provider's Obligation to

10.1.1 Service Providers shall

designate a dedicated complaints team for

ensure that they

resolving Complaints.

10.1.2 Service Providers shall prepare and make
available to Customers a written Complaint

handling process, which shall:
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10.1.2.1

10.1.2.2

10.1.2.3

be concise, easy to understand, and only
contain information related to the Service
Provider’s for

procedure handling

Complaints;

be submitted to the CRA for approval,
including any changes that may be made
to an already approved version of the

complaint’s procedure.

include as a minimum the following

information:

a.the process for making a Complaint;

. the steps that the Service Provider will

take with a view to resolving the
Complaint, including timeframes in which
the Service Provider will endeavor to
resolve the Complaint or will notify the
Customer regarding progress towards

resolving the Complaint;

the contact details by which a Complaint
can be made, including a phone number,
email address and postal address for

contacting the complaints team;

the details of the Customer Complaint
Process, including information about how
and when a Customer can file a
Complaint as per the Customer Complaint

Process;

the expected response times for all

methods of lodging a Complaint;

how to escalate the Complaint to the
CRA; and
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g. be easily accessible on a Service
Provider's website and, on request, be
provided free of charge in paper format to

a Customer.

10.1.3 A Service Provider's Complaints handling
procedures must be sufficiently accessible to
enable Customers with disabilities to lodge and

process a Complaint.

10.1.4 A Service Provider's Complaints team must be
reasonably accessible by telephone, and the
Service Provider must monitor, report average

response times.

10.1.5 A Service Provider

Complaints from Customers in a fair and timely

shall always resolve
manner and ensure that all procedures, interim
measures, notifications and final resolution

details are received by the Customer.

10.1.6 Following a Complaint being made, a Service

Provider shall:

10.1.6.1 acknowledge receipt of the Complaint to

the Customer:

a. immediately where the Complaint is made
in person or by telephone or digital

channel; and

b. within two (1) days of receipt where the
Complaint is made by email, post or other

method;

10.1.6.2 register the Complaint on their internal
information systems in a manner that
enables the Service Provider to monitor

the on-going status of the Complaint; and
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10.1.6.3 provide the Customer with a unique (= a8 Jaeadl 255 dedll adde a8 10.1.6.3

reference number for the Complaint t0  jLiaiu¥) 4lsa) adde Jous lan col S8 (ala
allow the Customer to make subsequent Y of (5 daal ya

enquiries.

10.1.7 Without limiting the liability or responsibility of & sl 053 e daeall Jlgal 33 dardll adie aiy 10.1.7
Service Providers to their Customers, a Service Ja (A 8kee olad agilal il 5 4t g gl
Provider shall provide a refund to Customers

where:

10.1.7.1 a Service Provider does not meet their s sf Lalall aila) 3L dardll adie ¢lig axe 10.1.7.1
contractual obligations or comply with ¢ Jaanlly Adlaiall deadll da g il alliia
their terms of service in regard to a

Customer;

10.1.7.2 a Customer has paid for Products or <yl claii (Wl @l Jueall W8 10.1.7.2
Services that were not provided by the .l plia ol ol L VLAY Glend
Service Provider or which had not been ¢ andl Lgalday ol 3 5 4l L i g3
requested by the Customer;

10.1.7.3 the Product or Service is not fit for the ae CYLaW Clad o Cladie G865 2 10.1.7.3
purpose it was designed to achieve; or o flgia BLA gidl () 2 Y

10.1.7.4 the quality of the Product or Service il &YLaiVl daad i e 3353 4aidla e 10.1.7.4
delivered by the Service Provider falls  J<uy 53 5all s2a J&5 Cumy daddll adia la s

materially short of what would (sad) Jranll A gindl) ilad il e (5 5
reasonably be expected by an average

Customer.
10.2 Customer Complaints Process sMand) (5 gl anals el ) 10.2

10.2.1 The relevant Service Providers shall comply at iy e (B Al g5 Sleadll seie oL 10.2.1
all times with the Customer Complaints cieal e 5 @3and ol s edanll (5SS 2l el jals
Process, and any subsequent amendments or Leade 43aY

revisions to the same.

10.2.2  Any Customer who has submitted a Complaint ) ) oS3 als 4exd adia ) (5588 a8 Jaee Y 5y 10.2.2
to a Service Provider and is not satisfied with <l §f 5 <l ae deadll aia Ly Jalad 3l 43 Hhall (e
the way the Service Provider has handled the 1l ol 8 HAY Ruell LU ey sl g 5
Complaint or the outcome of the Complaint, U e s Kisgl) (5] 6 Nanll (5 5SSy el 5 G,

may apply to the CRA to decide on the dispute Ll s, S0 s Sl

in accordance with the CRA’s Customer
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10.2.3

10.2.4

10.2.5

10.2.6

10.2.7

the

acceptance criteria mentioned there.

Complaint process and complaints

Customers shall be entitled to exercise their
right to complain under the Customer Complaint
Process of the CRA.

During the Service Provider's handling of
the CRA’s
handling of Customer disputes, the CRA may

Customer Complaints and/or

direct a Service Provider to restore a
Customer’s service in whole or in part, or to
implement other

any remedy deemed

reasonable and appropriate by the CRA.

At the conclusion of the Service Provider’s
investigation of a Customer dispute and
pending the final resolution of the complaint, the
Service Provider should contact and advise the

Customer of the outcome of the case.

At the conclusion of the CRA’s handling of
Customer complaint, the CRA may direct a
Service Provider to undertake any remedy
deemed reasonable and appropriate by the
CRA.

If the CRA determines that a remedy is
appropriate, the CRA may, considering all
relevant circumstances, require the Service
Provider to provide the Customer with one or

more of the following:

10.2.7.1 an apology, which may be public or made

privately to the Customer;

10.2.7.2 an explanation as to what went wrong,

which may be public or made privately to

the Customer;
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10.2.7.3 practical action to correct the problem

and prevent future occurrences; and/or

10.2.7.4 a financial award, which may include a

refund and/or compensation

11 Duty to Assist the CRA

111

Without prejudice to any other Service Provider

obligations and duties, Service Providers shall,

when requested in writing to do so by the CRA:

1111

111.2

11.1.3

11.14

11.15

provide details and copies of Contracts
with Customers and third parties as
required by the CRA REGULATION

provide all requested information, and

evidences, which includes (but not
limited) call recordings, system logs,
camera footage, customer consents
whenever necessary to evaluate and
finalize

complaints and compliance

matters;

provide traffic data, including the number
of messages and/or length of calls from
any number or Electronic Account or

address;

terminate the contract with a third party
who has breached the applicable laws

and regulations;

suspend third party access to the Service
Providers’ Telecommunications
Products or Telecommunications
Services where the third party has been
found by the CRA to be in breach of this

Regulation;
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11.1.6  work co-operatively with other Service il  )AY) 4addll adie g slaill g Jaadl 11,16

Providers to investigate cases involving e Jay) cilble Jle 5 shs l eyl 4
cross-networks issues and incidents and 5 el Alidl syl MAd, Kl
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Complaints; and

11.1.7 facilitate access for the authorized CRA's  Jiisill Jgpall Al Calhge dage Jaed  11.1.7
employees for onsite inspection and ) o311 a8 gl Ay 8 gaaal
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12 Compliance and Reporting ool dae) g QLYY 12
12.1 Compliance Jasayl 12.1

12.1.1 Where in this Regulation there are references to  4leal dpgaull 453 & &l La) elbia o588 Laie 12.1.1
obligations of Service Providers to ensure that = _le slale cilal 51l ) sda co¥lai¥) cilead ellgio
steps are taken so that Customers are notified v U il ol shadl) 383 e SHN Rardl)  adia
of terms, conditions, prices or other obligations, T NRCPR PSS RPN IRCRC R R
et aiuld e o) ek adie K e agi
e s el 3V a3l JUiaY) lacal da 3 el 2y
Al e IS8 JEY) 13 5S¢

each Service Provider shall ensure that it has in
place the necessary systems and processes to
ensure that it complies with such obligations,
and to demonstrate its compliance to the
satisfaction of the CRA.

12.1.2 Any attempt by any Service Provider to exclude  alSal ;e Y JEieY) aad e atia 5l U8 e gae 61 12.1.2
any provision of this Regulation in relation t0 Lo sl VLAY Ciladd Sllgiie dilaad dpadamill i)

any Customer or groups of Customers, directly 1<, o) odaall e e S daee ol gl

or indirectly and even with the express . e . . e
y P skl ae g e GUEL OIS 5l i s pile e 5l sl

i T 008 o inall

agreement of the party concerned, shall be of

no effect.

12.1.3 A Service Provider shall observe the following e3¢l JiieY) glaal b leble) jo deadl) adia Je cagiy 12.1.3

to ensure compliance with this Regulation: eVl Cilead ellgine dlaad duadamll 2a53
12.1.3.1 develop appropriate compliance policies ¢ JULa S duulic Cled ya) g il yohad 12.1.3.1

and procedures;

12.1.3.2 develop appropriate procedures or ik sell Cadiil Anilia zal p Scel ) pshi 12.1.3.2
programs to educate employees of policy e LY Al Jilisa
compliance issues;
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12.1.3.3 analyze Complaints made to it to identify

and prevent the occurrence of
Complaints arising from systemic issues;

and

12.1.3.4 where

Regulation (and any internal procedures

relevant, ensure that this
or programs) is provided to third parties
who are working with or on behalf of the
Service Provider in the provision of
Telecommunications Products or

Telecommunications Services.

12.1.4 Service Providers shall provide complete and
timely responses to all information requests
issued by the CRA from time to time.

12.1.5 Where any provision of this Regulation requires

a Service Provider to provide prior notification to

or seek prior approval from the CRA, such

notification or approval request shall not be
deemed received by the CRA until the first
business day of the CRA following its

submission.

12.2 Reporting

12.2.1 A Service Provider shall annually submit to the
CRA a written report in the CRA prescribed
format certifying its compliance with this

Regulation, within ten (10) business days from

1 January (inclusive) of every year, stating that:

12.2.1.1 it has always been compliant with this
Regulation from the date of the previous

certification;

12.2.1.2 itis compliant as at the date on which the

certification is made; and
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12.2.2

12.2.1.3 to the best of its knowledge and belief it
will be compliant with this Regulation for

the following twelve (12) months.

If a Service Provider is unable to certify
unqualified compliance with this Regulation, the

report must:

12.2.2.1 identify  the this

Regulation for which it is unable to certify

provision(s)  of

in the relevant timeframe;
12.2.2.2

give reasons for being unable to certify;

and

12.2.2.3 outline what action the Service Provider
is taking to remedy the situation and the
expected date by which situation will
have been remedied and certification

completed.

12.2.2.4 Be signed by a duly authorized person

before submitting to the CRA.

12.3 Monitoring

12.3.1 The CRA shall monitor the compliance of

Service Providers with this Regulation at its sole
discretion and by using all means it deems fit for

the purpose of enforcing this Regulation.

12.3.2 The CRA may:

12.3.2.1 undertake and publish market research
on the views of Customers with respect
telecommunications

to markets,

Telecommunications  Products and

Telecommunications Services;
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13

13.1

13.2

12.3.2.2 gather and publish key industry statistics

likely to be of interest to Customers,
including Complaint volumes against

Service Providers; and

12.3.2.3 publish in an easily accessible format the

performance of Service Providers

against quality of service requirements.

Transition Period

Service Providers will have six (6) months from
date when this Regulation enters into force to
amend their existing Contracts, Terms and
conditions, and contract with third parties in

order to comply with this Regulation.

Service Providers shall notify the CRA that they
and their contracts are compliant within thirty
(30) calendar days following expiry of this six (6)

month implementation period.
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ANNEX A

CONSULTATION RESPONSE TEMPLATE

Respondent Consultation document Response

reference

(question/paragraph)

(Company/organization name) (Specify question or paragraph (Provide comments)

number that response refers to)
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ANNEX B - Processes and Procedures to be  digl) gl 38 gin ) @) Ayl cllaadl - @ Galal)
approved by the CRA

Procedures for requirements stipulated in the Akl =il 8 lgle (a paial cilbllidl Aaldl) Gle) a2 Y)
regulations.

1 Service providers are required within thirty days —sGaf da jaall coldlaidl) aadi Gleadll edia e cpahy 1
(30), from the expiry of six (6) months (180 days) lecal jeinls la e "yl palaii Zaa" o gEl
of the date of issuance of the Regulation to ,,, (30) Lagy DG ) guat el gl 48 gl
submit the requirements listed below for review Sl & e (Lﬁ 180) el (6) i eliaii
ASaY) e Slel Yl ares G55 O camg LS 22500
Al 225 8 gtle (gl

and approval by the CRA. Each of these
processes or procedures shall be aligned with

the provisions of this Regulation.

1.1 All General Terms and Conditions current and — 4lall zewill s il jlaal) aua 5 calall alSal) s o a0 1.1
lor updated versions that are aligned Lera G855 il Basal)

1.2 Master Service Agreements for all Products ilafidl 488 Gody lad 4wyl 4eadl) caldl 1.2

and Services including all applicable discount Lo Jsenadl aadl) JSLa elld Ly cclaadll
structures

1.3 Process and Application form for Sim Card «ailedl day 38 Jaihy el aadill 5 jlaiul g &ile) ) 1.3
replacement (SIM) Jisal

1.4 Process and Application form for the transfer of eléj\}\ Jany Aalall aasll b jlauly el a) 1.4

numbers between individuals Ay
1.5 Portrequest form for Mobile Number Portability sl caled) 8, Ja Qlla 73003 1.5
1.6 Port request form for Fixed number portability. _g..z.ﬂ\ cailell i Jo il #3903 1.6

1.7 Terms and conditions for both Fixed and «ailsedl a8, Ji dulSaly dalall alSaliy by,all 1.7

Mobile Number portability A sad) il sgdl 8 5 5 Az )Y
1.8 Structure and layout of Bills: daslae) g il gl JSia 1.8
a. Standard monthly bill; ¢aulsll 3y pesll 5 glal)
b. Interim bills for porting requests; and g ¢y Gl dalall Auls ol il gall o
c. final bill on completion of the port LJEEY) dddae (e elgii¥) die Anlall 5 gl <
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1.9 Conditions and obligations for purchase and

sale of special or star numbers

1.10 Service  Provider's internal Complaint

Process

1.11 Service Provider’s Blacklisting Process

2 After receiving these submissions, the CRA
shall conduct a review to assess compliance
with this Regulation and may request Service
Providers to amend the documents where the
CRA deems it is not in compliance with the

regulation.

3 Each service provider shall When complete
documents for each of the above listed have
been received, the CRA will review these
documents within one months (30 days) and
return it with any amendments (if required) to

the Service Providers.

4  Within seven (7)) days from receipt of the CRA
approval each of these documents shall be
published as a minimum requirement on the
website of the service providers and in any
other social media platform of the choice of
the service providers and shall be made
available to customers free of charge upon

request..

5 The CRA reserves the right to request, where
they are non-compliant and or do not satisfy

the requirements of this Regulation.

6 Once approved Service Providers shall not
change any of these documents or clauses
included in these documents without the prior

written approval from CRA.

7 Any new and/ or revised Terms and

Conditions, Policies, and Procedures must be
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5 el AlB Y1 g o s Aalall cilal 30V g hag 5l 1.9

Sl Alall iy cilendll adiay daldll sl 5aY11.10

Aglaal

e.a\)slh Al cld claaall GAJSA.\ Laldll Glel ,a¥i1.11

Lol gl

e ) VLtV adaii A" e ey cldlall il Ciie
s Apandanill A5 o3gd JERY) (s3a i Ay daal ye
e GOl o)) Gleadll edie e llall L
) e Al gie e Lol Al 5 ) Clati)
e e ALS oMol 3 Chdl Clatial 2Dl e
Glli Gaalje "CYLAY) ahi A" I8 cleadl
Lle) 5 a5 (30) )5 gl W 508 dyia ) Baa (& ilatiusdl
(e Gl 13)) s A e clanall asia )

el A g IV wlsall o colatiadl o3 5 g
(7) Fons a8 e ) 330 b (ol T o jliiely ilardl)
MOV aplal 23" 438 e e J geandl )l o ol
G elaal) dual sl claie oyl ey WS
050 Lalb die eDlaall Liali] 5 claadll padia b sy

(JHa

S Apakarll AUl oda alSaY JlaV) are Jla iy 4
Gl YLty adahi A" Jadiad Yitied (Lgilillia ¢l 5l
AdUaall

(il e 488 gall e claddll adia J san 3 o
sl Ao ol Lale il yuad 330 JlA) ade agale ey 4il
mhi " e A hd A8 e 50 Legd 32,050

Saylany!
sl baaall el a5 il sl g Al g da g il apai oy
& s clgale Al pall "L aaii A" L) Aseal
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submitted to the CRA for approval and the gl se jlaal s dxal yall ol ja) W ysn Al e ey
CRA shall review and confirm the approval L5 30 (pne L Leale Al
within 30 days.
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Annex C - CRA Customer Complaints Process digl) aa sBland) g g8l Cls) ja) - 7 (Ealall

CRA Consumer Complaints Process

October 2021
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1. Chapter 1: About this Process

1.1 Purpose and Objective

In accordance with its mandate, the CRA strives to ensure that it maintains a high standard and transparency when

issuing processes.

The objective of this Consumer Complaints Process is to facilitate the current customer complaint process by:

o Defining the process that covers the day-to-day activities of telecom consumer complaints handling between
CRA and licensed service providers, to define a clear consumer complaints process with a clear tasks and
procedures to be followed by service providers and CRA.

¢ Highlighting procedures to standardize and enhance the efficiency of the consumer complaints process.

e To protect telecom consumers’ interest and operations by developing clear and concise procedures to be
followed when executing the consumer complaints process.

o |dentify the responsibilities of each of the process stakeholders i.e. service providers and CRA.

This Process sets out the specific activities and steps of the consumer complaints handling process and related

procedure.

Note: Instructions for the operation of software applications and dedicated tools are outside the scope of the

explanations contained in this document.

1.2 Access to the Process

The Consumer Affairs Department within the CRA is the owner of this Consumer Complaint Process (CCP). All
inquiries and matters relating to the CCP shall be addressed to the Consumer Affairs (CA) Department at CRA. The

CA Department will monitor compliance with this process.

The CRA will monitor the service provider’'s compliance with the process during the day-to-day consumer complaints

operations.

1.3 Amendments to the Process

The process outlined in this document has been discussed and agreed with both service providers (Ooredoo Qatar
Q.S.C and Vodafone Qatar Q.S.C). The Consumer Affairs Department within Communications Regulatory Authority
owns this document, and any future changes shall be reviewed and approved by the CA Department within CRA,

amendments to the process to be reflected and recorded in the below table:

Change
Requester
12/04/2021 CRA 2 2.1

Version Change Reference
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This Process shall be reviewed at least once every two years and updated as necessary. Additionally, CRA may, at

any time, on Notice, propose amendments to the Process that would improve the quality of work and increase CRA

efficiency in handling, investigating and resolving customer complaints lodged with the CRA. Amendments to the

Process shall be implemented by following the process below:

e Suggestions for amendments/updates shall be communicated to the Consumer Affairs Department in

writing;

e The Process owner (CA within CRA) shall review the suggested amendments/updates on the process flows

and procedures and decide whether it is necessary to implement the amendments/updates or not;

¢ Amendments to the process flows and procedures in the Process shall be approved by the CRA President;

e The approved amendments/updates of the Process shall identify the revision date, and be issued in writing,

by the Process Owner to all users of the Process.

All stakeholders shall always work in accordance with the last version of this Process as shared by the CRA.

1.4 Reading the Process

1.4.1 Process

The Process is further divided as follows:

i. Process Flow

The process flow is a logical set of tasks to accomplish the business objectives.

ii. Procedures

The procedures are a set of operational steps that need to be executed in conducting the tasks (complaint validation,
investigation, and or resolution).

1.4.2 Process Flow Shape Definition

Process Flow Shape Definition

Task: A step within a process. This is the most frequently used
shape in the process

D

Start /End Event: Indicates the start/end of a process.

Decision: Indicates a decision point in the process with
predefined alternatives e.g. yes, no.

Connector: Indicates the flow of tasks within the process.
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Definitions and Glossary of Terms

. In this Process, the below words and expressions shall have the following meaning:
Term ‘ Definition
CRA Communications Regulatory Authority
CA Consumer Affairs
Service Providers (SP) Ooredoo Qatar and Vodafone Qatar
Consumer Telecom Consumers in Qatar

2. Chapter 2: Consumer Complaints Process

2.1 Reference to the Relevant Laws and Regulations
e The Emiri Decree

The CRA is empowered under Article 16(2) of the Emiri Decree (No. 42 of 2014) to “set regulations and
systems for the management and settlement of consumer complaints, within the framework of the Authority’s
functions;” Pursuant to these provisions, the CRA has created and customized a process for “complaints

handling.”

The Telecommunications Law and Executive By-Law also has provisions which support this process, as set
out below:

e The Telecommunications Law — Decree 34 of 2006 states the following:
o Article 61
Dispute Resolution by the General Secretariat

“The General Secretariat shall resolve disputes arising between service providers and between
service providers and others and the decision of the General Secretariat shall be final and binding.

A suit regarding the dispute shall not be accepted as initiated unless a decision is issued by the
General Secretariat or sixty days from the date of submission of the dispute to the General
Secretariat have lapsed, whichever is earlier.”

o The Executive By-Law — Number (1) of 2009regulates the rules and procedures for Dispute
Resolution through the following provisions:

o Atrticle 124:

“Where a customer other than a Service Provider has a dispute with a Service Provider that the
parties have been unable to resolve among themselves, by means of the Service Provider’s
customer complaint process approved by the General Secretariat, either party may request the
assistance of the General Secretariat to resolve the dispute, and the General Secretariat may take
any of the following measures:

(1) Assign members of its staff or an expert consultant to attempt to resolve the dispute.
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(2) Issue a decision to resolve the dispute and the decision shall be binding.
(3) Take such other action, as it deems appropriate.
(4) Direct the parties to refer the dispute to the competent Court”

o And Article 126 states the following

“Service Providers shall be subject to the dispute resolution processes defined or initiated by the
General Secretariat pursuant to the Law and this By-Law or any other applicable laws, regulations
or procedural rules. Service Providers shall also be subject to any customer complaint procedures
established or approved by the General Secretariat.”

. Taking into consideration these various legal requirements, the CRA has prepared this process to align with

the principles set out in the legislative instruments mentioned.

2.2 Process Scope and Stakeholders:

2.2.1 Process Scope:

The consumer complaints process indicates the flows and procedures that empowers the CRA and Service providers
(Ooredoo Qatar and Vodafone Qatar) to manage handling the telecom consumer complaints lodged to the CRA from

the telecom consumers in Qatar.

2.2.2 Stakeholders:

CRA (Communications Regulatory Authority)

Licensed Service Providers (Vodafone Qatar & Ooredoo Qatar)
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2.3 Process Flow:

Communications

Regulatory Authority
State of Qatar

Consumer Complaints Process

Consumer

1
Customer Lodged his
complaint with CRA

5. Valid ™
Comp(ain/t/

CRA to lodge
the complaint
with the service
provider

Communications Regulatory Authority

4 3

CRA to validate the S e CRA to Reject the
complaint details Complaint
Y

/,;

> Satisfactory
ResolW
11
N

CRA to evaluate No-
the SP response

19.Case Closed/

A

14
CRA to Issue a

Binding Resolution
Decision

13.0nsite
Verification
required

35 16

17
CRA to make
report and
share with SP

Authorized CRA
employees to
attend for onsite
verification

Agree with SP on date/
M ¢ Lime and identify the
required data to be

verified onsite

SP to do the

investigation to
resolve the
complaint

Service Provider

A

Customeris >—VYes

N reac hable
N
N

10
SP to give response
to the CRA within 7
calendar days since
complaint received

]
Send text message

to the customer
with the update

18
SP to take the corrective
action (if any) based on
CRA request

2.4 Procedures:

Responsibility

Customer

Task

1- Customer Lodged his complaint with CRA

Customer to lodge his complaint with the CRA through any of the CRA complaints
channels (After lodging his complaint with Service Provider first)

Communications
Regulatory Authority

2- Acceptance Criteria met
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The acceptance criteria that should be met/verified (Case has to be one of the below,
so CRA can accept the consumer complaint):

e Service disconnection complaint that's has remained open /unresolved for 48
hours for mobile or 72 hours for fixed line.

e The complaint is not related to a service disconnection and remain unresolved
for 30 calendar days and / or customer is dissatisfied with the resolution offered

e The customer applied for a new fixed line service, and it has not been delivered
after 10 working days from the date a valid order was received or the timeline
as agreed with the Customer, while his complaint is open with the service
provider for 48 hours and no alternative solution provided.

e The service provider refused to lodge the customer complaint.

e The customer is a special need registered with Qatar Society for the
Rehabilitation of Special Needs and his complaint whether mobile or fixed line
(Disconnection or non-disconnection) is remain unresolved for 48 hours

If any of the above conditions met, move to step 4,
if No; go to step 3

3- CRA to Reject the Complaint
Communications

Regulatory Authority | The CRA will reject the consumer complaint and close as invalid.

4- CRA to validate the complaint details

The CRA will validate the details of the consumer complaints to make sure that they
have a legitimate complaint, also the CRA will collect information from the customer
like;

QID.

Affected Service number and/or account number

Reachable contact number or authorized person’s contact.

Date and time of the call/ visit (if applicable).

Complaint reference number (if applicable) and reason for lack of it.

Any other applicable details that will support the investigation like; SMS
Screenshots, Network Coverage location, House number or electricity number
etc.)

Communications
Regulatory Authority

5- Valid Complaint

Communications Based on the previous steps, the CRA will identify whether the complaint is valid or not
Regulatory Authority | |f Yes; move to step 6

If No; return to step 3

6- CRA to lodge the complaint with the service provider

Communications . . . . . .
Regulatory Authority | CRA will send the complaint to the service provider with the proper description and

details (under step 4) that empower the service provider to investigate.

Service Provider 7- SP to do the investigation to resolve the complaint
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Service provider will do their internal investigation and resolve the complaint

Service Provider

8- Customer is reachable

Service provider to check if the customer is reachable to update him?
If Yes, move to step 10.

If No, move to step 9 then 10.
Service provider should contact the customer at least three times during different time.

Service Provider

9- Send text message to the customer with the update

Service provider to send SMS to the customer to inform him/ her that the service
provider was trying to reach him/ her to cascade the update/ offered resolution for him/
her.

Service Provider

Service provider to send response to the CRA, the response can be:

e Final Investigation results/ Resolution.
o Update / Request for extension.

Communications
Regulatory Authority

11- CRA to evaluate the SP response

The CRA will evaluate the response and details provided by the SP against the
Applicable Regulatory Framework.

Communications
Regulatory Authority

12- Satisfactory Resolution

Was the SP response satisfactory for CRA based on the Applicable Regulatory
Frameworks?

If Yes, move to step 19. (Close the case)

If No, move to step 13.

Communications
Regulatory Authority

13- Onsite verification required

Does the CRA need an onsite verification to verify details/data provided from SP?
If Yes, move to step 15.
If No, move to step 14.

Communications
Regulatory Authority

14- CRA to Issue a Binding Resolution Decision

As per the telecom law, by-low and the telecom consumer protection regulation, the
CRA will issue a binding decision to resolve the telecom consumer complaint. It's the
service provider's responsibility to comply with the CRA decision.

15- Agree with SP on date/time and identify the required data to be verified onsite
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Communications
Regulatory Authority

e The CRA to communicate with the SP to Agree in advance on the date and
time of the site visit and the verification requirements.

e The CRA will provide SP with written consent from customer for this
information to be shared with the CRA.

Communications
Regulatory Authority

16- Authorized CRA employees to attend for onsite verification

¢ CRA will have a specific list of employees who will have an authorization to
attend for onsite verification. (List will be shared with SPs in advance)

e For each case, the CRA will identify for the service provider who from the
predefined list will attend for the onsite verification of this case.

e Two authorized CRA employees will attend on SP site and conduct the onsite
verification.

Communications
Regulatory Authority

17- CRA to make report and share with SP

e The authorized CRA employees will prepare an onsite conclusion report
based on the findings and both (Authorized CRA employees & the nominated
SP representative) will agree and sign on the findings while being onsite.

e The CRA will then send specific request to the SP for taking corrective actions
(if required).

Service Provider

18- SP to take the corrective action (if any) based on CRA request

Service provider is required to take the corrective action or any other measures to
rectify the issues that the CRA addressing or provide a reasonable resolution.

Communications
Regulatory Authority

19- Case Closed

The CRA will close the case once reaching a satisfactory resolution.
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