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1. Executive Summary

As part of Qatar National Vision 2030,
Qatar'sambitionis to establish itself as
aleadingdigital hubin the Middle East, a
home tointernational digital players and
an attractive destination for domesticand
foreigninvestmentsininnovative digital
services.

Qatar has placed the promotion of cloud
computing at the heart of its transformative
digital strategy. Cloud computing unlocks
efficiency and productivity worldwide and is
an opportunity for Qatar-based businesses
to grow, for public and private entities to
provide better services and, ultimately, for
Qatar to become a fully digitalized country.

The Cloud Policy Framework, part of the going
Communications Reqgulatory Authority's
Strategic Plan 2020-2024, supports the
objectives of the Qatar National Vision 2030
as well as of the Qatar National Second
Development Strateqgu.

Embracing the principles of Trust, Security
and Transparency, the Cloud Policy
Framework identifies policy and requlatory
recommendations that are critical for the
development of arobust cloud industryin
Qatar. To meet the objectives of a cloud-
friendly requlatory environment, joint efforts
and a concerted approach are required from
government entities.

Given the pervasive nature of cloud
computing, the Cloud Policy Framework calls
for the highest level of cooperation
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between government entities and private
stakeholders, e.q.cloud service providers,
infrastructure and connectivity providers,
software developers, on-line platforms

and cloud users. To this extent, a clear
commitment to policies that support cloud
solutionsis paramount for cloud services to
take off.

2. Introduction

To meet the goals of the Qatar National
Vision 20307 (QNV 2030) and of the Qatar
National Second Development Strategy?
(NDS2),significant investments are required
in high quality digital infrastructures and

services.In Qatar, very high capacity fixed and

mobile broadband is today largely accessible
to both the publicand the private sectors3.
Given the high availability of ultrabroadband,
the development of next generation data
centers and world-class cloud computing
services* have been identified as one of the
strategic areas at the highest political level.
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1- Qatar National Vision 2030 is aimed at “transforming the country into an advanced country, capable of sustaining its own development and
providing for high standards of living for all its people for generations to come”(https://bit.ly/2VtwnL6).

2- Qatar National Second Development Strategy defines the following target outcome: “Develop a sustainable and high-quality infrastructure that
supports the national economy and is capable of keeping abreast of the latest smart technologies” (https://bit.ly/2AhPGQe).

3- According to the Telecommunication Report published by the CRA 92%b of fixed broadband subscriptions are fiber connections, and 86% of
connections have an advertised speed of 30 Mb/s or more. Mobile broadband penetration is at 129%b of the population, while 5G technology is

already available (https://bitly/2NGysz8).

4- Leveraging on high-capacity broadband networks, cloud computing allows the end-user to access data, use computing) power and software
services anytime and anywhere. Users can command almost unlimited computing power on demand whilst minimizing their capital investments. See

Annex | for a definition of “cloud computing”.
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For Qatar, investing in cloud computing
capabilitiesis a priority. [t represents an
opportunity for public entities to improve
the provision of high quality services to
citizens, for businesses and organizations to
improve dramatically their efficiency and the
security of their data and, ultimately, for the
country to become fully digitalized.

Cloud computingisanenabler for many
broader use cases, for example within the
Internet of Things, Artificial Intelligence and
other enterprise offerings such as 5G private
networks and, worldwide, the adoption of
public cloud services has benefitted the
economy>°.For the private sector, it is
estimated that businesses experience on
average a netreturnin the range of 100%0
to 250906 on theirinvestmentsin cloud
serviceszg.GIobaIIg, public cloud spending
will grow from $229 billion in 2019 to nearly
$500 billionin 2021°.
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5- Deloitte, 2017, “Measuring the Economic Impact of Cloud computing in Europe.” European Commission (https://bitly/2YBVwVU).

6-Gartner, 2018 (https:.//gtnrit/2Ze50Wx).

7-Deloitte, 2018, "Economic and Social Impacts of Google Cloud.” September 2018. (https://bit.ly/3g3BCli).
8- McKinsey, 2018, “Making a Secure Transition to the Public Cloud”.(https://mck.co/3eBcLMuy).

9- https://bitly/2Zo8aqA.
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These benefits are mainly due to:

* Anincrease of revenuesderiving from
cloud-enabled services.

* Anincreaseinthe customer base of
organizations moving to cloud services.

e Adrasticreduction of IT costs™o.

A sound policy and regulatory framework,
inspired by the principles of Trust,

Security and Transparency is of utmost
importance for cloud computing to develop.
Consequently, the Communications
Regulatory Authority (the "CRA") has
developed the Cloud Policy Framework as

a strategic action thatidentifies key areas
where legal and regulatory review is needed™.

The Cloud Policy Framework calls for the
highest level of cooperation between
government entities and private
stakeholders, e.g. Cloud Services Providers,
data centers providers, infrastructure and
connectivity providers, software developers,
on-line platforms and cloud users. To this
extent, a clear commitment by government
entities toimplement procurement policies
that support cloud solutionsis paramount for
cloud services to take off.
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10- The contribution of cloud computing services to GDP growth is visible both in advanced and in developing economies with its benefits mainly

visible in productivity growth and cost efficiencies (see footnote 7).

11- The CRA is mandated to regulate ICT, Post and Access to Digital Media in the State of Qatar under Emiri Decree
No. (42) of 2014. Its key objective is to encourage and support an open and competitive ICT sector that provides advanced, innovative and reliable

communications servicesin the State of Qatar.
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QATARNATIONAL VISION 2030
NATIONAL DEVELOPMENT STRATEGY 2

"Develop a sustainable and high-quality infrastructure that supports the national
economy and is capable of keeping abreast of the latest smart technologies"

CRA Strateqgy 2020-2024

Cloud Policy Framework
Publicand Private Principles of Trust, Policy and Regulatory
Stakeholders' Security, Transparency Recommendations
objectivesin the cloud )
Va|Jue chain e.g. SME handbook e.g.Cloud First
Policy, NCSA security
e.g.data classification requirements, National
Information Assurance
Policy
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3. The Objective Of The
Cloud Policy Framework

A solid cloud industry will enable Qatar to:

e Attractinvestments, both foreign and
domestic, in new digital services.

e Supportthe growth of the national
economuy.

* Enablethe transition toa fully
digitalized nation.

* Help meetthe objective of Qatar
becoming a digital hub.

* Manage carbon footprint by reducing
scattered traditional on-premises data
centersand promoting carbon neutral
facilities.

In line with these objectives and with

its Strategy 2020 - 2024, the CRA has
identified, in the Cloud Policy Framework, a
comprehensive set of legal and requlatory
requirements that competent government
agencies should adopt or update. Similarly,
the Cloud Policy Framework highlights
recommendations for stakeholders of the
cloud value chain to ensure compliance
with national and international laws and
best practices.
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In the implementation of the Cloud Policy
Framework, a key role will be played by
competent government entities within
their respective mandates. For instance,
the Ministry of Communications and
Information Technology (MCIT) has
developed a “Cloud First Policy” as a clear
commitment to procurement policies that
support cloud solutions and NCSA has
defined security requirements.

4. Policy Recommendations
for The Development of
Cloud Computing

Qatarintends to promote the development
of cloud computing services based on open
technologies and secured platforms.

Establishing a clear and transparent
framework for adoption of cloud services
will ensure that this technology provides
trusted access for both national and
international users and make Qatar a
regional hub of cloud services innovation.
Indeed, a successful cloud industry largely
depends on the highest possible degree of
trustamongst all stakeholders of the value
chain.
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To unleash the potential of the Cloud, public
policies have animportantrole in building
trustin cloud computing services as well
asinensuring the highest standards of
security and transparency for Cloud Service
Providers and cloud users. Itis only through
widespread trustin secure cloud services and
a transparent normative environment that a
successful cloud industry will flourish in Qatar.

Joint efforts as well as a concerted approach
arerequired from government entities, to:

* Provide clarity and transparency,

e Support a cloud-friendly environment; and

e Move tocloud-first”.

Cloud computing touches on a variety of
policy areas. Many of these areas require

the highest level of compliance with
internationally established or developing
legal frameworks, e.q. through accessibility,
digitalinclusion, standards, network
architecture, specifications and certifications.

The following policy and requlatory

recommendations will contribute to a
successful cloudindustry in Qatar.
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4.1 Cloud-First Policy

Securityis notany more a primary
inhibitor to the adoption of cloud services.
Accordingly, the sensitive nature of data
shall not prevent storage on the cloud
(whether local or abroad).

Cloud computing can significantly improve
public sector Information Technology
management and efficiency. Therefore,

to accelerate the process of digital
transformation, MCIT has developed a
Cloud-First Policy focused on procurement
processes and aimed at reducing
deployment time and cost, leveraging

the latest technologies across the three
layers, i.e.infrastructures, platforms and
applications, and outsourcing management
and maintenance overhead.

Policy Recommendation
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Qatar shallimplement a cloud-first policy
for public procurement of cloud services by

government entities thatis consistent with
the principles of the Cloud Policy Framework.
Cloud solutions shall be assessed before any
on-premise solutions and based on a clear
data classification policy.
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4.2 DataClassification

Data classificationis a foundational
stepin cybersecurity risk management.
Regardless of whether data is processed
or stored “on premises” or “in the cloud”,
data classificationis a starting point for
determining the appropriate level of
controls for the confidentiality, integrity,
and availability of data based on the

risks identified by publicand private
organizations. [tinvolvesidentifying the
types of data that are being processed and
storedin aninformation system owned or
operated by an organization.

Data owners (i.e. those who generate

and control content, such as business

or public entities) and data processors
(.e.custodians who handle datain

order to provision services) should be
subject torequirements appropriate

for theroles they play. Forinstance,
Cloud ServiceProviders and government
customers have responsibilities for
different aspects of the cloud system;
therefore, both parties mustimplement

a set of practices to sufficiently secure
their respective environments. To this
extent, control on encryption (at least the
mechanism whereby the encryption keys
are stored and managed) should lie with the
owner of the information for government
classified data.
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Different requirements of information
security levels may be defined by
dataownersinrelation to different

types of data, based on their level of
confidentiality, integrity and availability.

dlilwll daub

gl dinviull dlogeloll dio
dialoll

yulauull il did

Gueuhllplhildio
ud (lic Ul nlaudig
alanllg ualall clhdl
droganll
5 o@ o
m @2 @

ddliroll allhioll yyai alilwl nallo! jgaug
alilwl elgil dloti Lowd Ciloglaol! Gol cibgivuol
dolluullg dipuull (ngivuo wl kil ddliaall

Jdlgillg

0221w il delinll
aliLul
(togdll tolllg claall Uio
Wgolllg danllg

P &

The natureofdata

e.qg.personal or
proprietary information

The category of
cloud consumer

e.g.natural persons, private
sector legal persons,
governmententities

O [ﬁP

=

Theindustry using
thedata

e.g.defense, national
security, health, finance

P &

Organizations should consider the

following principles for data classification:

e Datashall be evaluated based on

sensitivity, business and economic

impact.

* Dataclassification shall effectively
balance security, efficiency, economic
and IT modernization goals.
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* Datashould be classified accordingtoa 1bloll oudi gl Lddg Jlilllainiaay e
risk profile for sensitivity and business Jloc Ul le pitillg duoluuall dlnll il
impact, on a scale from O to 4, for wulLdo olAaiwl U o wini ¢ dyhill
safeguarding sensitive or critical data Gl dulon el ellag 4 (] jdn (o
with appropriate levels of protection. duulio dilen ibgivual dolall gi duuluuall

) ] [

Jgaoall go alilull elli d5jliuo jgal dwlwuo pé alily 0
(dbgoll groal dalicllg. LAl doadivuall cililull dulsla Glily 1

gl dohioll Usla wilbhgll gi ynlAdudl (1o 2100 220l GJLLoJIuLJaLleJﬂ S Gl 5

ul] dalall" wulwi nle [@i5)hilo (s nillg dméﬁﬁﬂ g Cilily 3

ogéill ol gf dylaill fiudl dlnll aly aligy - Ll dille alily

dylaill jlpuilg
Level | Category Nature
0 Non-sensitive data Data which can be shared with the public
1 Internal data Data used internally, available to all the staff

Data accessible to a limited number of persons/functions

2 Restricted data in or outside the organization

3 Confidential data Restricted data which isshared on a "need to know" basis

Highly sensitive Datarelated to trade secrets or related to national security
data/Tradesecrets  matters
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* Datashould not be over-classified: over-
classification will incur unwarranted
expenses by puttinginto place costly
controls that can additionally impact
business operations, i.e. broadly
classifying large disparate sets of
data at the same sensitivity level is
counterproductive.

Ultimately, itis the owner of the data

who must be responsible for determining
theinformation security level which best
matches the classification requirements’2.
Indeed, complex organizations or entities
dealing with data should develop their own
classification of data.

Policy Recommendation
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When moving to the cloud, organizations
shallimplement data classification schemes
based on their level of confidentiality,
integrity and availability of data. For the
most sensitive categories of data, it may be
appropriate toset up an elevated protection
in the form of private cloud.

duugall [RILdETl vic Aluwudoll 0gdi g

Ao Glilwl wing dob albhbhAe Adit dulaul
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12- For the classification of government data, government entities shall refer to the National Information Assurance Policy (NIAP).
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4.3 Datalocalization, Free Flow of Data
and Non-Personal Data

Cloud Service Providers store data whichis
then accessible anytime and anywhere. An
important factor to guarantee that cloud
services take off is by ensuring that the
regime governing the localization and the
flow of datais uniform, streamlined and
applies equally to foreign and domestic
Cloud Service Providers.

431 Datalocalization

From an operational perspective, itis no
longer necessary for data to be stored
‘on premises” or “locally”and as suchit
would be counter-productive toimpose
arequirement to do so, specifically when
datais atrest’3. Instead, from a security
standpoint, organizations must, for

the most sensitive categories of data,
implement measures settingup an
elevated protection that are more efficient
than localization requirements, such as:

e Encryption™.

* Anonymization.

* Aggregationand/or storagein pre-
defined hubs to the choice of the
customer with processing facilities

that are highly secured and certified by
Cloud Service Providers.
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13- Data Classification (see above) and security standards constitute the primary tools for the security of data.

14-Encryption may be secured at many layers, including through encryption mechanisms that provide keys under the direct control of the data

owner.
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» Security certification guaranteed by
third-party audits that demonstrate
robust security controls to address
unauthorized third-party access to
data, systems and assets’s.

With such measures cloud solutions are
more secure than on-premises solutions,
are less vulnerable to cyber-attacks

and reduce the total cost of ownership.
Moreover, contractual clauses can be
agreed between the customer and cloud
service providers that ensure security

of data and recovery mechanismsin
case of accidents or breaches, including
requirements for the full control of
encryption keys for access to data.

Accordingly, any request for data
localization should be very limited in
volume and scope and, address only trade
secrets or national security requirements
for which no alternative exists.

Indeed, the security and data protection
capabilities of Cloud Service Providers are
robust and secure precisely because of:

e Theirreliance on globally distributed
infrastructures that ensure availability,
resilience and security.

* Theircompliance with international
standards and recognized procedures.

* Additional security ensured by Private
Clouds.
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15- Security is also guaranteed by the requirement of internationally standards on classification of data, e.g.1ISO 27001
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4.3.2 Free Flow of Data

Cross-border data flows are inherent to the
cloud architecture and should be enabledina
way that protects privacy and security.

Qatar shall provide a wide range of
mechanisms to allow data to flow freely
whilst ensuring an appropriate level of
protection. Accordingly, one or more of the
following mechanisms shall be considered as
solutions for cross border transfers:

e Contractualarrangements thatset out
appropriate data privacy and security
standards.

* Alignmentwithinternational standards
and recognized procedures to be
implemented by the organizations
transferring data (i.e.data processors and
Cloud Service Providers).

» Bindingcorporaterules thatsetout
harmonized and high-level protection and
privacy compliance by all national entities
of a multinational Cloud Service Provider

» Enforceable corporate cross-border
privacy rules modeled oninternationally
recognizedrules such as the APEC Cross-
Border Privacy Rules’e,

e Certified codes of conduct, certifications,
privacy marks, seals and international
standards, such as the ISO standards.

16- https://bitly/31nN1zz
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* Bilateral or multilateral arrangements

(ill lhil daxoiol gf dlitlh byl e
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which rely on self-certification based
on a given privacy or security standard,
with an enforcement mechanism such
as the Trans-Atlantic Data Privacy
Framework.

cangol dduuall dddlgoll igai G was lolisg
ol dif Los 1edinAcudl alilul diglho clilwl
©01d1 loaic oAnill dag allao Udi plowull
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Finally, for personal data, itis
recommended that the data subject's
prior consent be required'®, and controller-
processor transfers permitted when the
processor offers adequate guarantees to
protect the data.

https://eceuropa.eu/commission/presscorner/api/files/attachment/872132/Trans-Atlantic®20Data%20) 2022 dilai gl apii ol -17
fact-sheet-united-states-/25/03/https.//wwwwhitehouse.gov/briefing-room/statements-releases/2022) g .( Privacy®020Framework.pdf.pdf
(/and-european-commission-announce-trans-atlantic-data-privacy-framework

15 daloll dinaidl alilwll dilong dingnall gl 2016 diud 13 od) Ggildll wungol dddlgoell puudiua -18

17-Tobeissued by the end of 2022 (see https://ec.europa.eu/commission/presscorner/api/files/attachment/872132/Trans-Atlantic%20
Data®%020Privacy®o020Framework.pdfpdf, and https://wwwwhitehouse.gov/briefing-room/statements-releases/202225,/03/ /fact-sheet-
united-states-and-european-commission-announce-trans-atlantic-data-privacy-framework/ ).

18- Consent shall be interpreted as per Law No.13 of 2016 concerning privacy and protection of personal data, Article 15.
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Administrative processes should be
minimized and straightforward in order
toensure a wide adoption, especially by
SMEs. Specifically, there should be no
requirement that the above categories
of cross-border transfers be notified to or
approved by the relevant authorities.

4.3.3 Non-Personal Data™®

The cross-border flows of non-personal
dataisset to take off with the rapid
development of Artificial Intelligence20, the
Internet of Things and machinelearning.

Qatar should enter into agreements with
trusted foreign countries to facilitate
the cross-border of non-personal

data when these foreign countries are
subject to adequate data protection and
cybersecurity standards.

Policy Recommendation
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Dataresidency shall not beany longera
requirement as data classification schemes,
security and encryption technologies now
secure a high level of protection controls.
Data localization may be required for highly
sensitive data only. When the location of
certain data needs to be identified, the
localization requirement shall be limited in
scope and volume according to the specific
nature of the data. Private cloud solutions
shall be chosen to guarantee security and
data protection.
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19-"Non-Personal Data” relates to data which are not considered as “Personal Data” as per the Law No.13 of 2016, Article 1.

20- Data governance rules on access to and sharing of datais a pillar of the “National Artificial Intelligence Strategy for Qatar”

(https://bitly/3iaHNNB).
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4.4 Privacyand Access to Data
(Cross-Border Requests)

Customers' trust shall be a Cloud Service
Provider's top priority, and Cloud Service
Providers must deliver governance-focused,
audit-friendly services that are built with
global data privacy and protection best
practices in mind. Whilst the data protection
regulatory framework promotes customer
trustin the digital ecosystem, itisimportant
toavoid overly stringent data protection
rules that canimpede the adoption of cloud
computing. This framework aims to strike
theright balance, to deliver fairness to

cloud providers while maintaining trust and
security.

441 Privacy

In order to strengthen customer trustin
digital services, and especially for cloud
services, the relevant laws should require
thatall ICT products and services be

developed based on the principles of "privacy
by design" and "security by design". Technical
guidelines, including incident management?’,

should be issued by competent authorities

that describe how these requirements can be

achieved, in collaboration with the MCIT and
NCSA.

4.4.2 Cross-Border Access

Cross-border requests for data shall be made

through Mutual Legal Assistance Treaties
("MLATs"), or through bilateral agreements,
ensuring appropriate involvement of the

21-"Security Standards”, specifically ISO/IEC 27035

24
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authorities in the countries where Cloud utoado alac| laid ol il glaldl (g albluudl

Service Providers are established. Aulbuudl Gloaall

In that context, Qatar should ensure that Ul o 251 (le way Gl 13a (1dg
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22- Some of the key issues dealt with by MLATSs, or bilateral agreements that serve a similar function are:

*The US CLOUD Act (https://bitly/2ZdLXeU) which,among other things:

ogrants US law enforcement officials explicit authority to issue subpoenas or seek warrants or court orders forcing Cloud Service Providers subject
to U.S.jurisdiction to preserve and produce data stored overseas; and

o gives the US government's executive branch the authority to make new, bilateral "executive agreements" with foreign governments to allow for
cross-border electronic data access and exchange. Where such an agreement exists, a foreign government may contact a US provider or local US law
enforcement directly and request the provider disclose data stored on US territory.

* The UK Crime (Overseas Production Orders) Act which, among other things:
o enables UK investigators to compel the disclosure of electronic data stored outside of the UK using an alternative to a formal MLA request;

orequires the person against whom the order is made and which must be granted by the Crown Court to produce or to give access to the electronic
data specified or described in the order, as long as it is not subject to legal privilege or a confidential personal record;

orequires the person against whom the order is made to refrain from hiding, destroying or altering any of the electronic data listed in the order and
from disclosing the fact that the order has been made without permission from the court.
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Qatar law enforcement agencies23

should play an active role and encourage
cooperation with other countries using
MLATSs or bilateral executive agreements to
ensure effective implementation of the laws
governing access to data.

Policy Recommendation

l)ga thd Lnd 23 Ggildll Alail adlag weli G way
Il dgall go uglaill uile pacd uig Liled
dlalioll digildll dacluuall Glidldil dileiwll
Jledll wditll glory duilitll diawdiill aldldil gi
Al adl dgngll ehnt il ilgdll

Transparency and Certainty are key for
stakeholders, both in the implementation
of privacy principles and in relation to the
rules thatregulate access to datain cross-
border requests. Cross-border requests
for data should be made through Mutual
Legal Assistance Treaties ("MLATs") or
bilateral agreements ensuring appropriate
involvement of the authoritiesin the
countries where the datais stored.
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23-Law enforcement agencies are agencies mandated by the laws of the State of Qatar in their functions of investigating criminal offences.
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4.5 Accessibility and Digital Inclusion

The development of large-scale public

and private cloud computing services

will contribute to the achievement of
accessibility and digital inclusion objectives
of the country24. One of the key objectives
of Qatar is to move towards becoming a
knowledge-based economu: the availability
of advanced cloud computing services will
help allmembers of society benefit from
the knowledge, education and culture
brought about by Information Technology
and Innovation. Similarly, cloud computing
can play a fundamental rolein helping the
country objectives of promoting digital
inclusion and building a technology-based

community that meets the needs of persons

with functional limitations (PFLs), persons
with disabilities (PWDs) and the elderly in
Qatar2s.

Policy Recommendation
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Government entities’ policies and actions
on accessibility and digital inclusion should
take into utmost account the use of

cloud computing services in meeting their
objectives. Strong collaboration between
government entities’and Cloud Service
Providers is recommended to make cloud
services largely available for persons

with functional limitations, persons with
disabilities and the elderluy.
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https.//bitly/2Zm72Uq-25

24- See MCIT Digital Inclusion Strategy (https://bitly/31pOAgf) aims to ensure that all members of society have the ability to access the
technologies and are part of the Information Societuy.

25-https://bitly/2BneZA)
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4.6 Datalnteroperabilityand Data
Portability

Interoperability of cloud servicesis key to the
development of a successful cloud industruy.
Cloud interoperability allows cloud services
tointeract with other cloud services by
exchanginginformation.Indeed, a major
benefit of cloud computingis the flexibility

to avoid traditional vendor lock-in.

The lack of interoperability between

cloud service products and the absence of
standards that facilitates data portability
may make it difficult for customers to switch
supplier, hence frustrating innovation and
decreasing customer’s benefits.

In order to encourage Cloud Service Providers
to embed data portability into their systems,
Cloud Service Providers should guarantee
data portability, meaning to provide built-in
technical competences for data subjects to
move their data to other platforms.

In this context, Qatar needs to support the
adoption of internationally recognized
industry-led standards, such as ISO/IEC
19941 (Cloud Computing Interoperability and
Portability).

In addition, as part of the procurement

process:

e Data portability and system
interoperability by design should be
included in the general assessmentasan
essential criterion.
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e TheCloud Service Provider should make
available to the publicadministration the
Application Programming Interface ("API")
to allow the administration to ensure the
interoperability between its various I'T
systems.

Policy Recommendation
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The adoption of internationally recognized
standards on interoperability of cloud
servicesis required when contracting

cloud services and in public procurement
contracts. Interoperability of cloud services
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is a prerequisite to guarantee portability of Aol
services for cloud users.
4.7 Liability Regime dilgguwuoll aclgd 4.7

Qatar supports the “culture of legality”.
Nonetheless it may happenthatanend
customer uploads so called “illegal content”,
such as a content protected by copyright

or trade secrets, or content thatis not
appropriate for the public.In this case, inline
with international best practices a requlatory
regime is needed that clarifies that Cloud
Service Providers are not liable for such third-
party content stored on the cloud.

In order to benefit from this protection,
certain conditionsin line with international
practices would need to be fulfilled, for
example:

29

2d.,¢lld pog."didgdnll dacldll daldi" |hd ocal
utoudd Lo Utonls pnilaill toell ogdl G ¢any
a0l unginoll Uio , "igildll e Lnginoll
wngingll gi dylailljlpull gi piillg eihll Ggdn
Ailglll 1dgi (e dlall ada (nd il pe
Gloaall (oado ddgduuo (AT il diohiill
Loy dilhwudl (nle Gjaoll pall ingine ue dulauul
Augall tlwjlooll Uadi go (uiloil

by clarivl uag,diloall aia (o daldiv il
[Aiog dugall Glwjlooll go ylleli ditao
Ulioll Juw uile



Communications Regulatory Authority QULNTUI ohil dita

If the Cloud Service
Provider does
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By “infringing content”, this Cloud Policy
Framework refers to serious criminal offenses
which are obviously contravening to the laws
of the State of Qatar, such as terrorism, drug
trafficking, human trafficking, child abuse

in allits forms, copyrightinfringement or
money laundering.

Clear rules on“Notice and Take Down” legal
procedures should be established, dealing
with:

e How Cloud Service Providers should be
notified of illegal content.

e Thedetailedinformationtobesetoutin
the notice.

* How fast Cloud Service Providers should
act and more specifically giving them
reasonable time to respond.

* Thelevel of transparency Cloud Service
Providers should provide regarding their
take-down procedures.

As part of the applicable laws and regulations,
Qatar shouldimplement a law clarifying the
rules and processes to follow in relation to
access todatastoredin the Cloudin order
to facilitate international cooperation, and
by no meansimpose any general filtering

or monitoring obligation on Cloud Service
Providers over the information they store, or
any general obligation to look for or prevent
unlawful activity. Such approach has already
been adopted in advanced jurisdictions like
the EU and the US.
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Finally, Cloud Service Providers should have
the ability to limit or exclude their liability,
albeit mandatory consumer and data
protection rules, e.g.liability for personal
injury or death, fraudulent behavior,
intentional harm or gross negligence.

Policy Recommendation
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The State will refrain from imposing
intermediary liability on Cloud Service
Providers for third party content to
encourage user services innovation and
promote the widespread availability of cloud
services to publicand private users. Cloud
Service Providers should be able to limit or
exclude their liability in compliance with the
applicable law.
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4.8 Standards for Cloud Services

Cloud computing uses shared computing
environments and relies on the public
internet to transmitinformation and data. It
therefore raises concerns about security and
personal data protection.

In this context, thereisaneed tosetupan
information security framework setting out
the security obligations of digital service
providers, including Cloud Service Providers.

Under such framework, Cloud Service
Providers should take appropriate measures
to:

* Ensurealevel of security appropriate to
therisk posed by the data stored.
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Prevent and reduce the impact of
incidents affecting the cloud services and
any data stored and/or processed.

Such measures should consider:

The security of the Cloud Service
Provider's systems and facilities.
Incident handling processes and
procedures.

Business continuity management,
monitoring, auditing and testing.

International standards and certifications
that best promote security.

International standards may include the

following general standards:

CSASTAR, ISO 22301 (Business continuity
management systems).

ISO/IEC 27001 (Information security
management).

ISO/IEC 27701 (Privacy information
management).

ISO/IEC 27017 (Cloud security).
ISO/IEC 27018 (Cloud privacy).
ISO/IEC 27035 (Incident reporting).

Service Organization Controls Report
"SOC"Tand 2.

Standards that serve sector-specific
security requirements such as the
Payment Card Industry Data Security
Standard ("PCI DSS") for financial services.

33

(dilwdl dingn) 27018 quw il il /gl

Gloaall anle JgT (il Gialgall ity Juldig pio
Lol gidallao gi dijao cilily (g dylauull

Juicdl Guar gl Lo pulaill ada A5 G uay
dulawull doaall 03ds Gdliog dolii tlol  »

Cialgall oo Uoleill Clelplg aliloc e

Gudaillg dudlpollg Uloc Ul dyjljoiwl Gjla) e
Juiddig

ol jjai (nill dgall alalauidlg plaoll o
Jnidi dasiu

dulill dolell puleoll ddgall pleoll (ot Ad

dohil) 22301 gyl CSA STAR dalaut
(Ulochl djlyoivul djlal

Uol djlal) 27001 gy il (il /gjull
(ciloglaoll

Uloglao djlal) 27701 ywu (il il /gjll
(dbgnall

(qulaedl glolll) 27017 uu il il /giall

uc £udl) 27035 ywu il il /gl
(C1algal

2 gldoaall dwuwgo hilgn pydi

dnlall glodl Allhio o3 il ylaol|
delin alily Gloi jleo dio tuao clhd
Aulloll Aloaall gdall ildlhy



Communications Regulatory Authority

Gllnill ouhii dita

Compliance with international standards
should be encouraged as it provides a
common language to help organizations
better comprehend, communicate and
manage cybersecurity risks.

In addition, following international
standards which are interoperable across
borders makes it easier for Cloud Service
Providers to trade across borders and for
consumers in Qatar to better benchmark
the security features of a product, reducing
security concerns and, ultimately, boosting
cloud adoption.

As per ISO/IEC 27035, Cloud Service
Providers should also be obliged to notify,
under a reasonable timeframe, the relevant
authorities of any security incident based
on several factors, such as:

e Thenumber of affected users.
e Theduration of theincident.

* Theaffected geographicarea.

Organizations should have mitigation
and redundancy contingency plansin
place for their data and servicesin order
to guarantee service continuity in times
of emergency and data recoveryin case
dataislost (Failover / Failback databases
from the recovery region toreplicasin
the original region and vice-versain
order to minimize impact to tenantsin

a multitenancy cloud environment, and
ensure nodata loss and zero off-line period
per tenant).
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Policy Recommendation

Cloud Service Providers must at all

time have in place the technical and
organizational measures necessary

for managing security risks and to
guarantee the continuity of their
services. Compliance should be achieved
by adoptinginternationally recognized
security standard certifications. The
creation of local standards or duplication
of internationally recognized standards
should be avoided as it can be detrimental
to the development of a solid cloud
industry.
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4.9 Service Level Agreements ("SLAs")

Animportant elementin the provision of
cloud servicesis the use of SLAs to define
the scope of usage and provision of cloud
resources.

Cloud consumers need SLAs prior to
migrating their data to the cloud centers, in
order to have certainty about the level of the
services that they provide.

In turn, Cloud Service Providers must set
SLAs for the terms and conditions of the
services they provide to users, the charging
framework, provisioning schemes and
standards of maintenance.

Cloud stakeholders should adopt
standardized terms and conditions for cloud
SLAsin line with international standards,
modeled on ISO/IEC 12086 (Service Level
Agreements).
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Stakeholders negotiating a cloud service
agreement should use internationally
recognized guidelines, such as the
European Commission Cloud SLA
Standardization Guidelines2¢, as a useful
contract negotiation toolin order to
properly address the business and legal
issues at stake.

In the context of public procurement of
cloud services, the government should:

e (Carryoutareviewand selection of
terms, conditions and definitions
specific to cloud contracts that would
benefit from being standardized
across agencies such as (1) reliability, (2)
availability, or (3) fixing.

* Adoptaguidance specifying the key
cloud computing elements that need to
be includedina SLA,dependingon the
cloud service and deployment model,
the sensitivity of the data, the nature of
the customer and its business sector.

Policy Recommendation
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SLAs must bein place to ensure agreed
terms for services provision. Reliable cloud
services need providers and consumers to
agree on what service levels parameters
(performance, availability, billing) the cloud
productis offered. The adoption of terms
and conditions for cloud SLAs, in line with
international standards, will help reinforce
the public's trustin cloud services.
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4.10 Hosting and Connectivity Jingillg dalniwyl 4.10
High-speed broadband networks, reliable diilaolg depuudl dule g jell Ghill alau ol
open access and robustinfrastructure [jol dugdll diinill diilg Ggigoll agidell Ugngll
are critical for expanding and connecting iollg.dilhuull Jnillg gugill dioail all
to the cloud. Similarly, “Hosting” and pliell 4o "dingill'g "dalhiw " Cload aof
“Connectivity” services are central elements Ud (podivdoll Al 2o (il duolw Ul
that will determineinvestors’ choicesin the Hialg.jhddlgy (nd dulhuudl dloaall pght
development of cloud services in Qatar. Open (o donall dagag pgidell Ugngllg jouudl
access, price and Quality of Service for data Jdnillg alibull dalnivl dowlall Jiluuoll
hosting and network connectivity are critical uilel (iaudll ugleilh wulao Uga jlowi) dawidl
issues (GCC pricingis 4 to 7-fold higher dioiillg (nalnidllugleill dohio hiugio (o
than the OECD average). Also, international Jingill glon u loA (wleni 79 4 (w agljil Lo
connectivity must be assured along multiples ddlihe G Gdy glgall
routes.

Policy Recommendation duwluudl Glingill
Prices of international connectivity are iy Lolwi [jnic (nlgall wngill jlewi 1of
a critical element for investors’ choice Adugall pleall go (ubleil gl uug (Wjeiivuell
and must be aligned with international doagioll Gibll (ugall dingill Glon (il los
benchmarks. International connectivity dalingllg
must be assured along multiple different
routes.
4.11 Environmental Sustainability duiudl dolaiwdl 4.1
In order to avoid environmental impact due Al e A il pilill aing dai o
toenergy and water consumption as well .l wolibdl aljle ellag aliollg dglhll
as greenhouse gas emissions data centers bl j5lo aile
should:
 Uselow/greenenergy servers. cny/dnalio ddlh oalgd olaaiwl e
* |Implement sustainable coolingand heat pgai dalelg joivuoldl upill gl ALaii e
waste recycling solutions. Ayl alolaill
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Itis nonethelessimportant to remember
that cloud services themselves constitute
valuable tools for improving energy
efficiency.Indeed, the use of cloud-based
connected smart systems which can use
real-time information can drive energy,
power and water efficiency gains.

To contribute to these efforts, policy
considerations should be explored around
promoting transparency about the energy
footprint of data centers’ operations

and providing incentives to encourage

the switch by data center operators to
sustainable practices and renewable
energy.

Policy Recommendation

dulaull ciloAll gf dbolo el (o aif Ul
Adlal deld4 (uuuail doud clgal Jasud lawdi
dlnioll diaall dohilll olxaiwl gi pdlgllg

nd Aloglaoll oAl Lai4ey illg dlaul
uid wwlao il (nagi Ui Ghoy yiledll ddgll
alioll deldag cyaallg ddlhll

wWbiuaiwl uag.aganll aia (d doalwuoll
Gl drdladull jpjai Jgo dwlull aljlicl
bl j10 Cliloo dnlall ddlhll o
y2iio Uid Go Jgaill giauudl jdlgall jLdgig
délhllg dolaiuall cilujlooll yull Gl ji0
daanioll

Cloud Service Providers and government
entities must commit to principles of
environmental sustainability, including
energy efficiency and carbon neutrality.

6 Loy il dolaiodl (ialos olfilll dioganl

Glirallg dulhuudl Aloaall (ioado uile (ai)

aguall dulhog ddlhll delda el
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5. Annex| - Definition,
Characteristics, Services

and Deployment Models of

Cloud Computing

1- Definitions

The International Telecommunications
Union ("ITU") defines cloud computing as
a "paradigm for enabling network access
to ascalable and elastic pool of shareable
physical or virtual resources with self-
service provisioning and administration
on-demand where examples of resources
include servers, operating systems,
networks, software, applications, and
storage equipment”27.

The visual model of cloud computingis
further described in paragraphs 2,3and 4
below.

wipai -Ugldl Galoll .5
Lailnig dulauudl duvugall

Lapinig Laioad piloig

uyjleill -1

dulroudl duugall Alnil gl iyl Gjoj
wl] (il dgngll iiaeil Higoi” il (nle
dialoll 3)lgoll Go dijog puugill dild decgono
doaall j1aqgi po dajliuell duldll dnljiall gi
2jlgoll dliol onii Cun ulhll aic djlalg duilall
2olpllg alauinlg Jueiuill dehiig ,oalgAll
27l Alagog Glduhillg

duugall lill nipoll D3goill wang ajg
.aliai 493g 2 alyddll (ng dulawull

Bl dylaodl dwogall dale] wjail (https://bitly/3eGZUZq) wle alio."laydollg dulaudl dwugall - ciloglaoll dudi le dole djii" I TU-TY.3500 dungill -27

bl e Ugaall Ja (o Gilapdollg dolall dibill 21 1SO / IEC 17788 L

(https://bitly/3dPQKsp) dianjoll dlaiall 1a 1SO / IEC 17789 (https://bitly/3ijAXWS)

27-Recommendation ITU-TY.3500:“Information Technology-Cloud Computing-Overview and vocabulary”. Available at: (https://bitly/3eGZUZq).
For a definition re. cloud computing see also ISO/IEC 17788 on overview and vocabulary (https://bitly/3ijAXWf) and ISO/IEC 17789 on reference

architecture (https://bitly/3dPQKsp).
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doypuudl digpoll | dwldall doaAll | duilall doaAll

wlbllaic (nilnall —
3lgoll p10a7 | dani u] gngl dpuloll B
dawlg
doas Alopll | dioaall dnill | drinill didl e /e
(Lla) (Ll do234 I

ol | dtauudl | @l | dlawl o {‘5
dolall | dnlall | dinall | deoiroll pudl paloi Tl,

dubhwudl diugall (nijo pagoi (Laglgiaillg puleoll (nibgll aaaell) ;4!

. On-Demand | Measured | Rapid Elasticity
— Fssential Self Service | Service
- Characteristics Broad Network | Resource
Acess Pooling

F Service Sofewareasa | Platformasa |Infrastructure
@ Service (Saa$S) | Service (PaaS) | asa Service
Models (1aas)

Private

Deployment .
{ﬁ}) odele Public

Figure:NIST (National Institute for Standards and Technology) Visual Model of Cloud
Computing

Hybrid | Community
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2-Essential Characteristics duwlwil @ilnall -2
Essential characteristics of cloud Lo dulhuudl dugall duolwodl (pilnAll Josud
computinginclude2s: 28l

aoes

(dg Uio 1lg wild o duugall dlilho] pdgli dylauudl doadll oaiiuel thol
u] dalall gga Lildli dalall wwua ggleillg il Gloadg dawidl (pjaig oalall

aic duilall doaall
alhll

Gl duolidlh Al Ul s Go lal] dghgll thoyg dawiudl pe dlilao Ul agii
duilaioll pe datouull gi ddudll diooll Glnio dhuwlgl olaaiwdl jjai dau gl dgngll
utodll acluuoll djanig dlgonoll figioAll dianig dlgonoll wilgall Uio) dawlg
(Al

(Lo ivuoll (o aaall doaal dulhuull doadll oidal duugall ajlgo ploai ol
;g0 ol ddliro dyalihg dalo 2jlgo 20 20l 12910 3goi ElALuul)
adgoll dllldiwl jgad dling o1diwoll wlhllddg Latelin laiei dalclg
3)lgoll didall pdgolli ddjao gi aai ayal uudl ole Jasu dioall Ui cu uo 2jlgall .
1Al Go wilel ingiudo wle gdgoll 1aai ke 1)ald Gghy ad ialg dalioll ) S0
dale) ujaill ajlgoll dliof Gonii (alilwl jajo digll dlgall ol Juw (nlc)
dgngll djala (nle dale) dpalallg dallecllg (ddgnll gi dilill gl alape gile
Awlidll djanllg dauull (naapill GLhill hyeg (diacolindl (nilguuell

e guogill Lildli avhll gha wd .digjog depun dljadll jagi thol
Aulhuudl doaall ,oaaiwel duuillig.de s [@dlhi grugil de o La_o_ll.blg
il 1d dioh Uil Laglpi (houg dagano pé ugjill dalioll AlilhoUl gaui Lo Wile
(dg

doyjuudl digjoll

laio wliall daldiwdl go yjlgoll olxdiwl (nd Wildly dulauudl dohilll o4nii
U5 Qo [@ituai uile doaig ((naayill Glhill yhyeg dalleollg (wjaill Jio)
donAll cqil uwlioll Al (o Lo ungivue aic wulidll diilaol (o daldiw
oAl didlo taelg (dhouill Grodiuuell dblua aac Jlioll Juw (nlc)
doaall 0266 (o Ual didlaill idgs loo aic £1LlIg did o4aillg Jjlgall
Aulhoudl doaall padiuwoeg dulauudl

dwldoll doaall

ol aybg aldinillg dldseill: ulhwudl gl olhill ue doado Ugdl ejall.dulhuul dwugall (iieoll trnAioll Gipdllg Aol (dgall alivl pydi -28
https://bitly/389v74S : nlc Hlio .(ngivuell dule alilhisllg

28-1TU, Focus Group on Cloud Computing Technical Report, Part 1: Introduction to the cloud ecosystem: definitions, taxonomies, use cases and high-
level requirements. Available at: https://bitly/389v74S
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Category

On-Demand Self
Service

Broad Network
Access

Resource Pooling

Rapid Elasticity

Measured Service

A cloud service user can unilaterally provision computing capabilities,
such as server time, network storage and communication and
collaboration services, as needed automatically without requiring
human interaction with each service's Cloud Service Provider.

Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or
thick client platforms (e.g, mobile phones, laptops, and PDASs).

The Cloud Service Provider's computing resources are pooled to
serve multiple users using a multi-tenant model, with different
physical and virtual resources that are dynamically assigned and
reassigned according to user demand. There is a sense of location
independence in that the customer generally has no control or
knowledge over the exact location of the provided resources but may
be able to specify the location at a higher level of abstraction (e.g,
country, state, data center). Examples of resources include storage
(typically on hard or optical disc drives), processing, memory (typically
on DRAM), network bandwidth, and virtual machines.

Capabilities can be rapidly and elastically provisioned, in some cases
automatically, to quickly scale out, and rapidly released to quickly
scalein. To the cloud service user, the capabilities available for
provisioning often appear to be unlimited and can be purchasedin
any quantity atany time.

Cloud systems automatically control and optimize resource use

(e.g, storage, processing and bandwidth) by leveraging a metering
capability at some level of abstraction appropriate to the type of
service (e.g, the number of active user accounts). Resource usage can
be monitored, controlled, and reported, providing transparency for
both the Cloud Service Provider and cloud service user of the utilized
service.

3- Service Models doaill pilei-3
Cloud servicesinvolve different data ,dalive Gliluy dhiudl dulhuud! Gloaall (onit
activities and cover a broad range of ud Lot Aloaall o dawlg degono (1haig
servicesincluding software, platforms and LAl lddgg.duinill duirllg dlnipllg polpllella
infrastructure. Accordingly, cloud computing 23goll Lddg dulhuudl dwugall wdnt (Aol
can be classified by the model of service it Ulegono Gl (o danlg ul] [moad (nill doaall
offersinto one of three different groups: -ddline
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alduhi elaaiwl (nd dlaiuell doadoll djadll Jioii

Uaolg.dubbuudl dinill didl wnle dooi (nill doaall 0ado
U5 o ddlirell ioall djmal o alduhill (] dgngll

qigial Ul i dio) wwgll adnio Jio ddLd) ioc danlg
2olipll danlg gi (gl (nle

dJJb.LUJlGJJQJJlCU.LIJlL_rLG,obJJJgILJ.LEﬂJJ.u.oleJJlJ
dieuill dohii gi oalgall gi daut lJlkJJJJLGI.OJG.LLULLU.'Jl
Uoino clifiwl go diydll Guhill alilaol (iin gi cujaill gi
o 1uell dnlall daganoll Guhill (ugad dlalacl

doav4 Gl
(wulw)

Alduhill (le pindll (nd dlaivuoll doadoll djadll Jiofl
dlisellg daopll dlal pladiwl [@gliul of (il dulhuudl
doaall 02d6 laocay il Gigalllg tiloaillg

dulawul drinill duidl (nd o4nis gi cllaiouell pay
Uil dohii gi oalgall gi daniudl clland Lou Al
Lojg djguiuioll Gilduhill (1d e4niy aialg (Al gi
Aldnhill ddlaiwl diy Clalac]

droaa|l dnigll

dallaoll udgi é cllaiuioll dordoll dadll Jioi

o undlldpolull diugall yigog dlhuinllg GijAlllg
/La_l_IXLLLLIg dJJmojlg-ol}!JlmLﬂlCUJLd I |Ugﬁ)_|
Gldyhillg Ul dohil ol uf whoy nillg

dyluull dpinill dudl nd o4l gl dlaiuell gy I
Wwjaillg dseuiuill dohil (nd 04ai) aialg duuluwll
dligho wnle dagano dihuw al loyyg dyguioll Glduhillg
diaaaall dauudl
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Softwareasa
Service (SAAS)

The capability provided to the consumeris to

use the provider's applications runing on a cloud
infrastructure. The applications are accessible from
various client devices through a thin clientinterface
such asa web browser (e.g. web-based email), or a
program interface.

The consumer does not manage or control the
underlying cloud infrastructure including network,
servers, operating systems, storage, or even
individual application capabilities, with the possible
exception of limited user-specific application
configuration settings.

Platformasa
Service (PAAS)

The capability provided to the consumeris to
deploy onto the cloud infrastructure consumer-
created or acquired applications created using
programming languages, libraries, services, and
tools supported by the provider.

The consumer does not manage or control the
underlying cloud infrastructure including network,
servers, operating systems, or storage, but has
control over the deployed applications and possibly
application-hosting environment configurations.

Infrastructure
asa Service
(IAAS)

The capability provided to the consumeris

to provision processing, storage, networks,

and other fundamental computing resources
where the consumer is able todeploy and run
arbitrary software, which can include operating
systems and applications.

The consumer does not manage or control the
underlying cloud infrastructure but has control
over operating systems, storage, deployed
applications, and possibly limited control of
selected networking components.
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4- Deployment Models Jill piloi -4

Cloud service can be deployed within an e gl duuwudo Uala dulhwudl doaall piud (hod
organization or across multiple organizations. AT Uil alodll ll jliug .daaeio Gluuawwdo
Three main deployment models are widely dilhoudl gwlg Glhi (e poudll dolall doudiyll
referred to as private clouds, public clouds 29dinall dilhuullg dolall dilhuudlg dnlAll
and hybrid clouds=°,

wngll pidill pagoi
duiwwdo gi dap Uid 4o Lyna doa3iutoll duugall 1igo Go dnlall dlau gga 4B dnlull
livudo (nd alilwll japo (nd Liled digago dnlall dilhuudl 1gad Ui thoyg.dadlg
Anlall dlhuull (nd galg dols daal aili doad 01d6 Uid uo Laidlaiwl thol gi
2olpllg djmallig dnls daui wle Loila drinill diidlg cloadll cale Bldall o)
dawull o dolall dlhuudl deai ul dhod ddihll diaug hdd dlivuudoel dnnio
lleég.dannoll dloglaoll liaglgiai alilhie dulil laajlgo tainai duaudoll (ile m
duloll iluuiwugollg droganll illagll wils o dnlall dibhwuull oladiwl ol Lo I
Ulao (id droalll dall aliloall Ald o2l s (] dhwgio wip Ul Aluwudollg
Laiiy e dihuull pjef id laio waall dioiy (illg dylaill Ulocl

2lgoll ¢l o rdylaul dwugall il Legud jia 1l ddyjhll na dolall dlaul yiof  doladl diuudl

djlh danl aili dulhw doad 0adél dagloo (wjatll Glangg oalgall Uio) dulhuudl
g")gji Claguugailo” o U4 aaig il e [@otluig aihuulgr laliaid olig
Golall dilhuull yile Lo pa (GCP) dulawull Uaga dnio g (AWS) wig Ggjlol Cilod

diidllg polpllg djmalll gron paug dihuull 0ads dlliog dolall dilhuull olaiiwlid
Wwaill ilangg djan il wudi eljliud dlild dolell dlhwudl (idg .wip I doclall dyinill

Ul Ugngll dlian Lo dlhwud! "gipliue” g sl aluwwdoll go dawiill djanig
WAl clhdll Go tgoaiwell il wugll Adnio oladiul ciluun djlalg Cloaall M
ol &4 | dhugio Aluwudollg dloll cluuwdollg droganll Aliall elliag

dcgonoll (o daldivwll jjaio sy dolell dulauudl il Alidoc olaatuwl (ul
duinill dridlg (wulw) doais Glinopllg (wul) droaill dnioll uhg)e gi dlobiull
dolall dlawull gléiio lapdg) (ill doara

dilawull 2o dnlall il gi Ut jlas wile drinil dridl gy dinall dhuwd poa  dall dubudl
Gaoy cun dipall dlhudl (nd wifdl bljo (s Go Gluwgoll Gaeli wnis doleall
(o ujollg digrall o ujol dolallg dnlall dilauud! gy Ldiivl Alduhillg alilull
bl dulil dolell dilauudl olaaiwl diaed dlioll U uiled il Al
dilhwullg daiaell duugall olae dio guwlgll Glhaill il o2l dpu4 duugall
Gllavul (nani Ul il djlal (dweall jlma ke diinill diidl o [@pé gi) dnlall
G1273g ALAN 2191 "dilwud! JLTT A0y dinall dlhoudl jdg dadl digh duugoll
4 gldijl dlim tgay (ia dnlall dlhwull (id 1go gi Guhi Ui i) loaic 1ia

duugall ajlgo Go ujoll (o dalaiwd dolall dlhuud! (] "JLEiivl" duuwgoll (aod

https://bitly/31sIYD2 : nlc aim piudll piloil wng 2y -29

29-Such deployments models are described at: https://bit.ly/31sIYD2
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Private Cloud

A

Pulic Cloud

(A

Hybrid Cloud

A private cloud consists of computing resources used exclusively

by one business or organization. The private cloud can be physically
located at your organization’s on-site datacenter, or it can be hosted
by a third-party service provider. Butin a private cloud, the services
and infrastructure are always maintained on a private network and
the hardware and software are dedicated solely to your organization.
In this way, a private cloud can make it easier for an organization to
customize its resources to meet specific IT requirements. Private
clouds are often used by government agencies, financial institutions,
any other mid- to large-size organizations with business-critical
operations seeking enhanced control over their environment.

Public clouds are the most common way of deploying cloud
computing. The cloud resources (like servers and storage) are owned
and operated by a third- party Cloud Service Provider and delivered
over the Internet. Microsoft Azure, AWS and GCP is an example of

a public cloud. With a public cloud, all hardware, software, and other
supportinginfrastructure is owned and managed by the cloud
provider.|n a public cloud, you share the same hardware, storage,

and network devices with other organizations or cloud “tenants”.

You access services and manage your account using a web browser.
Public cloud deployments are frequently used by private users as
well as government agencies, financial institutions and mid-large size
organizations to use the wide array or Paa$, SaaS and laa$S offerings
made available by public cloud operators.

Hybrid clouds combine on-premises infrastructure, or private clouds,
with public clouds so organizations can reap the advantages of both.
In a hybrid cloud, data and applications can move between private
and public clouds for greater flexibility and more deployment options.
Forinstance, the public cloud can be used for high volume, large scale
computing needs such as intensive compute jobs and the private
cloud (or other on-premises infrastructure) for managing archival
storage of long-term corporate records. In a hybrid cloud, “cloud
bursting”is also an option. Thisis when an application or resource
runsin the private cloud until there is a spike in demand (such as
seasonal event like online shopping or tax filing), at which point the
organization can “burst through” to the public cloud to tap into
additional computing resource.
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6. Annex Il - Table on Policy dg.\;-gl.il.'i’.ll@nlo.ll 6
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L.:]l—.! PIEY Dgi d_.l |d_lu|_‘]._wjb_d ... .
&1ogall Alaall dulawl Gloaall dolel
Igiahulidwl dwlwulldoc bl Gialo lmeo dddlgioll  dlauul dwliw
Jliduoll gild i did dnlhuudldghall odi vy dylaull Ugi
wini duwluw yolwl (ileg dilhe gl dglhd
danilg cilily

ule cpoi dilhoud! () JLdiivl aic

/ gl dilhwudl dwlw Alilwll@@int hhA 1146iT ofili o dluawdoll
il ol ol ugild g.Jdlqillg daljillg dipuudl (ngivuel Lddg
bl ing dwliwg  (id gi duolous Al alibll alids Gloi lotd
dioghnll el uadiioll dilaiwdl Gdg joll ulhidb

ikl (ubgi Jar (nd dadijo dilad alac]

alibdlwauing

/ Ugi cilawudl doli
il Golll igild
,dingnallgildg
Jddgall aldlaivlg
dilawull (ol dwliug
dribgll dllagll dnlall
agidl s (il Goild
dtapull dojlall aclgdll

diteo dlily gdgo wnai gl dalalldlb (g alibdl gibgd
19120 020 e (hgill allhio nidi gl ual ll Gaaill
U yd gi drolwuall duadt Lol alilwll o 120 Gilibud !, Glilull

ol jpliell 4o (udilg didlddul aaf
Clilhdlonagild  (iolio Adii (nd elguu dalnoll ylani (nal
dgigoll alilll ugild ohii (nill aclgdll Gloi) lotd gl dingnAll . .
daxaioll ciludldivl, LAy Loh .agaall e cldhll alily gl dgngl! dingmall
alualdil calhll e Ugnall 3ganll e ARl ogadi oy umﬂ'gdﬁﬂﬁ
diigildll dacliuoll  drigildll drcluoll halao” Us uoalibl ~= 1T
dyadloill agiull dlabioll Qo il dlifll allaiul gi "dlabiol '
duolidll il glaldi (nd alhluodl dpolioll @4l
alilwlwjailaa ol

47



Communications Regulatory Authority

ANyl ouhii dita

dlnll ala dganli

Ugoull diatiliuwl
aulnivl digl odyl
Ulogleall Linglgihig

dulgall julaoll Aldil
dowlidll dadleill agillg

diigjialll djhaill ygild
ddgigoll alilull ugildg
aqidlg Goll Allall (igild

ileoll dilgall aclgdll
¢gluudl aclgd dligaog
aqillg Glalaiclig

Ugi dilawudl ool
diadlaill agidlg
drolidll

wodpll Ugodullg dgngll duilaol Gleis lold
Jdroganll ailaall dlelplg Glwli gig aicg
duugall Aload oladiwl jlicl (nd 3311 uoy
Ao dlbgioll whall didai gid dylhuull
Guigllugleill (ingig (thoo 10 (indi (]
Uloaall (oadog droganll dlanll gy

10 ] dolio dulauudl Gloadll deal dulhuull
(dibhg jgnd Go ugilay il il s
(iuollg ddledl nga unlanllg

Gl Lgo Ay Wpiao pleo sloicl (Lol
adloill aic dulhuudl Aloall (il digoudll
dbjiiuell agde (ndg CLI_ID_LU_||LJ|_033J|L_['IJ_C

L_rwﬂld.m.w.dlcmliolm lo5 dolall
GJJIiLquLQD_I Lolwol Ihpis dulhuudl Gloaall
Aibhuudl (oadiuel dloaall Jdi

ddgguuoll uhyd ue clitoll dlgall (ile (noi)
dubuudl dloaall (noado wle dhugll
Uload nd jlaill grnidl -poll (nginal
Gloaall puulgll dlgill pjeiq atoadiwoll
Wnlllg oo olall (toadivuell dulauull
Gjald dulhuudl Aloadll goado tigas Gl uaug
Lddg @slatiwl gi paitlgduio Go 1all ke
ardgoaallygildll

Uloaall yloado unal blio (igad Ui (el
duidll alelpdl aldgll gron (d dulawull
¢llag diiodl jhlaoll d)jlal dojill dLouhiillg
Grdai ualloh . oaiload djleiwl glonl
Ulodl uilae dlalad aloicl U5 (o Jliiodl
jleall prig uini uaig.lilga lay Wjiosll
LUgJLaJLGJJSlO.l|JJ_I|SIO_||G_D|gJJ|g|G_Lb.O_||
delin pghii il ¢la agias Ui dhed Cun

alofy "doaall (ngivue Alldil" Aldil unay
odadil lale ddioll bgpiul claiiwl
ddgigoll dulauudl Ciloaall Hling 3] 1iloaAll
Glaill (ualaiuollg dloaall (ioado ull
1dlgillg eladll) doaall aligivue Gipbdo uile
Alioll 16 [Ro1ndi oy il (1ilgdll alac)g
bgpiull aloicl acliup lo4 (ulauul

dylhudl "doaall (ngivuo aldldil"d olaniig

ddi jprjei wle dugall pileoll go ylulodl Loy
Ayl Aloadll (nd jgmonl

48

Ugnglldiilaol
Ugouillg
Jodyl

el dglaol
Cililull (ainll
Jdi duilaolg
alilull

aclgd
dgguuoll

Goll juileg

abglail
doaall (ngiwio



Cloud Policy Framework

dulaudl drwgall dwliw oc jLb|

dlnll Gla dganll

Juisy Luolwi jnic (lgall wngill jlowi 1ab

oLhii diia aclgd wileoll po yubloli Ul wuug (wpolivell ddlniwUl
awlnill @hiliigall dyngill dlom (it o4 dylgal Uingillg

4eTanlg donmial

Gliallg dyludl Aloaall qioado ke Gieiy
Loy driull dolaivutl (Aalior oljilll droganll  dviull dolaiwyl

Ugrall dalhog ddlhll delas el (ngd

Policy Areas

Policy Recommendations

Timeline
for

Relevant instrument Adoption

Cloud-First
Policy

Data
Classification

Data
Localization,
Free Flow of
Data, Non-
Personal Data

Qatar shallimplement a cloud-first
policy for public procurement of cloud
services by government entities that
is consistent with the principles of

the Cloud Policy Framework. Cloud
solutions shall be assessed before any
on-premise solutions and based on a
clear data classification policy.

When moving to the cloud,
organizations shallimplement data
classification schemes based on their
level of confidentiality, integrity

and availability of data. For the most
sensitive categories of data, it may
be appropriate to set up an elevated

protectionin the form of private cloud.

When the location of certain data
needs to be identified, the localization
requirement shall be limited in scope
and volume according to the specific
nature of the data. Private cloud
solutions shall be chosen to gquarantee
security and data protection.
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/ Update

Cloud-First Policy,
Procurement Law

Cloud-First Policy,
Cybersecurity Law,
Government Data

Classification Policy

Cloud-First Policy,
Cybersecurity

Law, Privacy Law,
International
Agreements, NCSA
Cloud security policy,
Standard Contractual
Clauses, Binding
Corporaterules.
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Timeline
Relevant for
Instrument Adoption

/ Update

Policy Areas

Policy Recommendations

Transparency and Certainty are

key for stakeholders, both in the
implementation of privacy principles
andinrelation to therules that
regulate access to datain cross-border
requests. Cross-border requests for
data should be made through Mutual
Legal Assistance Treaties ("MLATs")
or bilateral agreements ensuring
appropriate involvement of the
authorities in the countries where the
dataisstored.

Data Protection Law,
Trusted Data Law,
Multilateral
Agreements, MLATs,
Standard Contractual
Clauses

Privacyand
access todatsa,
Cross Borders
Requests

Government entities’ policies and
actions on Accessibility and Digital
Inclusion should take into utmost
account the use of cloud computing
services in meeting their objectives.
Strong collaboration between
government entities’and cloud service
providersis recommended to make
cloud services largely available for
persons with functional limitations,
persons with disabilities and the elderly.

Accessibility
and Digital
Inclusion

MCIT Digital Inclusion
Strategy

The adoption of internationally
recognized standards on

Data
interoperability
and data
portability

interoperability of cloud services

is required when contracting cloud
services and in public procurement
contracts. Interoperability of cloud

Standard Contractual
Clauses, International
Standard
enforcement

servicesis a prerequisite to guarantee
portability of services for cloud users.

The State should refrain from imposing

intermediary liability on Cloud Service

Providers for third party content to E-commerce Law,
encourage user services innovationand Safe Harbor
promote the widespread availability Regulation, Trusted
of cloud services to publicand private Data Law, Standard
users. Cloud Service Providers should Contractual Clauses
be able to limit or exclude their liability

in compliance with the applicable law.

Liability regime
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Policy Recommendations

Timeline
Relevant for
Instrument Adoption

Security
Standards

Service Level
Agreements
(SLAS)

Hosting and
Connectivity

Environmental
sustainability

Cloud Service Providers must at all
time havein place the technical and
organizational measures necessary for
managing security risks, to guarantee
the continuity of their services.
Compliance should be achieved by
adoptinginternationally recognized
security standard certifications.

The creation of local standards

or duplication of internationally
recognized standards should be
avoided because it can be detrimental
to the development of a solid cloud
industry.

SLAs must bein place to ensure agreed
terms for services provision. Reliable
cloud services need providers and
consumers to agree on what service
levels parameters (performance,
availability, billing) the cloud productis
offered. The adoption of standardized
terms and conditions for cloud SLAs

in line with international standards will
help reinforce the public's trust in cloud
services.

Prices of international connectivity are
a critical element for investors’ choice
and must be aligned with international
benchmarks. International connectivity
must be assured along multiple
differentroutes.

Cloud service Providers and
government entities must commit
to principles of environmental
sustainability, including energy
efficiency and carbon neutrality.
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International
standardization rules,
Codes of Conduct,
Certifications,
Standard Contractual
Clauses

Cloud-First Policy,
Standard Contractual
Clauses

CRARuling
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7. Annexlll- The CRA
Strategic Objectives

Qatar's governmentis committed to
supporting the development of data
centersand cloud infrastructurein

Qatar to host its ambitious digitalization
plan. Therefore, as part of the ongoing
Authority’s Strateqy 2020 - 2024, the
“supply of data centers and cloud capacity”
has been identified as a target for the
development of the IT sector.

Moreover, one of the key actions of the
CRA Strategy 2020 - 2024 is "to develop
a strategy on the supply of cloud services
and data centers within Qatar. This
strategy will be broad-ranging and will look
at both supply and demand factors. It will
evaluate current and future bottlenecks
to the growth of data centers and cloud
services, such asinvestment, innovation,
security, regulation, terms of access and
coordination with the Government”. The
objective of the Cloud Strategyisto
increase the supply of data center capacity
and a better offering of cloud services to
government and private sector entities.

A competitive market for the supply of
cloud services and data center capacity

is essential fora modern IT industry to
develop. There are significant players
already established in this market in Qatar
(e.g, Ooredoo, Vodafone and Meeza).
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There are also indications that the price

of cloud and data center servicesin Qatar
is high by regional standards. Increasing
the supply of data center capacityin

Qatar will require a proactive approach by
the government to ensure that enough
infrastructureis built and that the data
center and cloud services market is working
effectivelu.

To meet the needs of the trend towards
cloud computing large-scale use, data
center capacity in Qatar will need to grow.
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